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This month we got the news the 
world has been waiting for with 
confirmation of successful trials of 
a Covid-19 vaccine. 
Now, after a year in which the spotlight on 
supply chain resilience has been greater than 
ever before, the pharmaceutical industry and 
its logistics providers will see this level of 
scrutiny rise even more. Consumers, patients, 
businesses and governments are all anxiously 
waiting for the vaccine to do its job and, we 
hope, return us to a way of life at least similar 
to the one which existed before we’d even 
heard of the virus.       

As an association of supply chain security 
professionals, one of the things we appreciate 
more than most – whether we’re in the 
industry or not – is that pharmaceutical supply 
chains are already more secure than arguably 
for any other types of products. As consumers, 
we can take great confidence in this fact 
but, of course, so many external factors still 
offer the potential to disrupt deliveries of the 
vaccine and this will be uppermost in the 
minds of everyone given responsibility for this 
global task.

Many of these supply chains will be facilitated 
by TAPA members and their security levels will 
be enhanced by the adoption of our Facility 
and Trucking Security Requirements. Once 
again, we are reminded that great security 
is about best practice, working closely with 
our partners, and using the knowledge and 
intelligence available to us to manage risks. 
I am sure I speak for us all when I wish our 
pharma logistics friends in the TAPA Family 
every success as they prepare to ship and 
deliver vaccines across the globe.

Great security is also about collaboration and 
cooperation. This is also true of our efforts to 
help meet the high demand for secure truck 
parking in the EMEA region. At the same time 
as TAPA is seeing very strong support for 

its Parking Security Requirements, we also 
recognise the positive efforts of the European 
Commission to make a difference in this area 
too with its EU Safe and Secure Truck Parking 
Areas (SSTPA) Standard. As you will read, TAPA 
EMEA is reiterating its hope that these two 
Standards can be aligned to show industry 
and Parking Place Operators that the most 
important objective is simply to create more 
secure parking places for Manufacturers and 
Logistics Service Providers, and to reduce 
crime and improve the safety of drivers. We 
hope the Commission will see the merit in this  
approach too.

This month, we also report on the findings of 
the 2021 Cyber Threat Trends Outlook report 
produced by  consulting firm Booz Allen and 
its warning of more attacks on supply chains 
by cyber criminals, with parcel and shipping 
services, in particular, likely to face some of 
the highest risks. Plus, we discuss the 290 
new cargo crimes and €10m-plus losses of 
products from supply chains in EMEA in the 

past month, and look at how the ASEAN 
Customs Transit System (ACTS) offers the 
chance of greater supply chain security in Asia 
Pacific. We also preview the outstanding group 
of speakers lined up to address TAPA Americas’ 
virtual T2 Meeting next month. 

As if all this wasn’t enough to be thinking 
about, we also recognise that it’s peak season 
for our members right now, with all the 
additional challenges this brings too. Let’s 
hope this is the prelude to a more restful, 
safe and secure Christmas and New Year, and 
happier and healthier times ahead in 2021.

THE WORLD IS RELYING ON THE RESILIENCE 
OF VACCINE SUPPLY CHAINS
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Secure truck parking is one of the 
main components of supply chain 
resilience and it is a core focus for 
TAPA in the Europe, Middle East 
& Africa (EMEA) region. Now, the 
Association is calling on its members 
to voice their support of a ‘common 
sense’ solution to accelerate the 
growth of secure parking sites 
through the alignment of its Parking 
Security Requirements (PSR) with the 
European Commission’s EU Safe and 
Secure Truck Parking Area (SSTPA) 
standard.

Thorsten Neumann, President & CEO of TAPA 
EMEA, says it’s time for the Association’s 
members to act if they want to help address 
one of the most common causes of cargo thefts, 
notably the lack of secure parking places. In 
EMEA, this contributes to some 60% of all losses 
reported to TAPA’s Incident Information Service 
(IIS).

TAPA EMEA first called on the European 
Commission to support the alignment of SSTPA 
and PSR a year ago. Since then, TAPA’s PSR 
has become the most-supported secure truck 
parking standard by Parking Place Operators, 
enabling the Association to list over 7,300 
parking places in 13 countries in its online 
database used by Manufacturers and Logistics 
Service Providers to plan secure transport 
routes. 

“TAPA EMEA has repeatedly 
stated its full support for the 
introduction of the EU Safe 
and Secure Truck Parking 
Area (SSTPA) standard, while 
also continuing to proactively 

promote and grow our own Parking Security 
Requirements (PSR) standard. Our priority is to 
ensure we can increase the number of secure 
parking places to the level of capacity the  
supply chain industry needs – and this is 
becoming a major concern because the gap 
between supply and demand needs to be 
closed at a much faster pace.   

“The message from TAPA members is already 
clear; they do not mind which parking security 
standard is used by PPOs so long as secure 

parking capacity increases significantly, and 
as quickly as possible. Having listened to our 
members, we therefore believe that, to serve the 
best interests of the industry, it is time to align 
the EU SSTPA and TAPA PSR standards through a 
mutual recognition agreement. We see this as a 
catalyst for growth,” Neumann said. 

TAPA EMEA reiterated its position at last 
month’s EC LANDSEC meeting:

•  TAPA wants SSTPA and PSR to be successful 
and sees no competition between the 
options both offer to existing and new 
parking place operators

•  TAPA EMEA will continue to seek an active 
role in assisting the European Commission 
to promote SSTPA certifications and provide 
training where we are able to do so

•  TAPA’s PSR, released in 2018, continues 
to gain positive support from Parking 
Place Operators (PPOs) and is now the 
most widely adopted secure truck parking 
standard in EMEA

•  TAPA sees the emergence of two security 
standards to support parking certification as 
a positive development on which to build a 
cohesive, collaborative approach to secure 
parking 

How you can help

TAPA EMEA is proposing the alignment of 
both standards under a mutual recognition 
agreement to accelerate growth capacity. 

Thorsten adds: “We hope the EC will listen to us 
and respond positively to our proposal - but we 
need our members and friends to make their 
voices heard too. In particular, those of you 
with European Commission connections and 
influence can make a significant difference by 
helping us get this topic on the agenda with 
both your EC and national contacts. Please help 
us and be part of the solution. Together, we can 
bring about a new collaboration to significantly 
improve the resilience of supply chains in our 
region.”

If you want to help or wish to learn more about 
TAPA EMEA’s secure parking programme, 
contact us at info@tapaemea.org 

TAPA EMEA ASKS MEMBERS TO SUPPORT 
CALL FOR A ‘COMMON SENSE’ SOLUTION TO 
SECURE PARKING STANDARDS ALIGNMENT  

What is the problem?
Unless more action is taken, existing plans will not provide the  
safe and secure parking capacity the industry needs

Current Secure  
Parking Locations
EU SSTPA = 6 sites

TAPA PSR = 71 sites, 7,300+ 
parking places

LABEL* = 51 sites

Unclassified  
Parking Locations
800+ sites, 500+ sites advertise 
unvalidated security features

Estimated Secure  
Parking Required
2,000+ sites

400,000+ parking places

* LABEL pre-dates SSTPA as an EU parking standard and provided an audit template that did 
not always produce a certificate. Therefore, secure classification data is estimated.

mailto:info%40tapaemea.org?subject=
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As global supply chain security goes,  
the worldwide distribution of coronavirus 
vaccines is being headlined as the  
‘biggest challenge for a generation’.  
Given the stakes involved, it is  
extremely hard to disagree…  
the world is waiting.
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CONTINUED ON PAGE 6 >

Whichever statistics you choose to 
look at, the pressure of ensuring 
every dose of the vaccine reaches 
patients safely, securely, and with 
its efficacy intact is loud and clear:
•  218 countries have confirmed cases of 

coronavirus

•  >60 million of the global population have 
been infected by the virus 

•  >1,400,000 people have lost their lives to 
Covid-19

•  Up to 19 billion vaccine doses are expected 
to be produced

•  60-70% of the global population will need 
to gain immunity to stop the virus from 
spreading

Measured against the risks to human life, the 
financial opportunity for the pharmaceutical 
industry presented by demand for a vaccine 
may seem insignificant but, obviously, it 
cannot be ignored either. Some reports 
suggest it will be worth $10 billion annually 

across developed countries, others predict this 
market size in the US alone. If the vaccine is 
required to be taken annually, these estimates 
rise to $25 billion. One media report describes 
the size of the market to be ‘equivalent to the 
annual revenue of 10 blockbuster drugs.’

According to the World Health Organization 
(WHO) on 12 November, there are currently 
48 candidate vaccines in clinical evaluation 
and a further 164 in pre-clinical evaluation. 
This, coupled with news of the projected 
effectiveness of vaccines produced by leading 
global pharma companies, is only adding to 
public confidence and expectation that the 
end of this unprecedented period in history is 
in sight.

The world needs this to work, and not simply 
to keep us all fit and healthy. A study by the 

University of Sydney puts the global economic 
cost of the coronavirus at $3.8 trillion. It also 
estimates the virus has so far put some 147 
million people out of work. For businesses 
clinging to life, a vaccine and its promise of a 
return to normal life – or even a ‘new normal’ – 
cannot come fast enough.

The scientists seem to have done their 
outstanding work in finding a viable vaccine 
for Covid, and in record time. The production 
lines are rolling, and the logistics industry 
is gearing up to play its part in the global 
recovery. All eyes are now on the supply chain. 



‘As we have already seen this year with the high number of 
thefts of Personal Protective Equipment (PPE) from supply 
chains, cargo thieves are very active in targeting Covid-19 
related products so, as industry, we must be ready.’
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Pharmaceutical supply chains are already 
among the most regulated, safe and secure 
of any industry so, even at the outset, there’s 
plenty of reasons to be confident in their 
ability to rise up to the task in hand. This 
doesn’t make them immune from cargo thefts, 
of course. A black market in which prices 
escalate on a simple ratio of demand vs. supply 
means many Organised Crime Groups may 
consider targeting vaccine shipments as too 
good an opportunity to miss – or maybe not. 
It’s one thing to find ‘black market’ buyers for 
products such as electronics goods, cosmetics, 
clothing and footwear, and food and drink, but 
would you be in the market for a vaccine from 
an unknown source? Presumably, not, and 
this fact will be clearly understood by criminal 
masterminds. 

But, if losses do occur – or even if vaccine 
shipments are tampered with or contaminated 
during the delivery process - the knock-on 
effects for vaccine developers, their logistics 
providers, and patients will be extremely 

disruptive. The ‘domino-effect’ of the theft 
of pharma products is costly, far-reaching, 
and takes times to recover. Now, more than 
ever, we all need seamless and uninterrupted 
deliveries.    

“Ensuring the secure storage, transportation 
and delivery of every pharmaceutical 
shipment is of paramount importance to 
the healthcare industry to ensure patient 
safety. This explains why pharmaceutical 
supply chains are among the most resilient 
of any sector. In terms of cargo security, the 
true cost of loss of a pharma cargo has been 
estimated to be between 5-7x the value of 
the product because of the knock-on effect it 
creates, including wide-scale product recalls, 
to say nothing of the reputational damage 
to companies. Product losses are clearly the 
biggest threat but contamination of pharma 
cargoes during a cargo crime – even if they are 
not actually stolen – can be just as damaging. 
In terms of world health, the Covid vaccine 
represents the biggest supply chain security 

challenge of our generation 
because so much is 
expected from both a 
public health and economic 
perspective. It is no 
coincidence that on the day 
we saw an announcement 
about successful vaccine 

trials, European stock markets soared by 7%, so 
there’s so much at stake for both the pharma 
industry and its logistics service providers,” 
commented TAPA EMEA’s President & CEO, 
Thorsten Neumann. 

With vaccine deliveries expected to begin as 
early as next month, the focus of all supply 
chain security stakeholders will be to avoid 
any disruption to the delivery process and 
to protect the integrity of vaccines on their 
way to patients. TAPA EMEA, however, says 
companies must leave no stone unturned in 
assessing the associated cargo security risks 
and requirements on a country-by-country 
basis because the threat of cargo theft is never 
far away. 

“With a black market controlled by supply 
and demand, Organised Crime Groups (OCGs) 
will be very aware of the value of doses of the 
vaccine and are highly likely to be looking 
for ways to intercept supply chains to steal 
shipments, especially with such high volumes 
being distributed within a short timescale. If 
such losses do arise, the impact on the global 
community will be much more far-reaching 
than the theft of a single shipment of vaccines. 
As we have already seen this year with the 
high number of thefts of Personal Protective 
Equipment (PPE) from supply chains, cargo 
thieves are very active in targeting Covid-19 
related products so, as industry, we must be 
ready,” Neumann adds. 

He says the supply chain security programmes 
in place to protect deliveries of Covid vaccines 
are likely to include the use of armed escorts, 
additional truck security and driving in secure 
convoys, depending on the level of risk in 
each geography. Some countries may even be 
considering military support to ensure vaccine 
deliveries are not delayed in any way. 



‘I genuinely can’t think of any other industry that is as 
well prepared (from a supply chain security standpoint) 
than ours is right now.’
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To get a ‘boots on the ground’ perspective, 
Vigilant spoke to two respected experts in 
this highly specialized field, Chuck Forsaith, 
Vice President within the Healthcare 
Distribution Alliance – which incorporates 
the Pharmaceutical Cargo Security Coalition 
(PCSC) - and Rogier Wils, Manager, Operations 
& Planning at BK Sneltransport – BK Pharma 
Logistics.

Chuck Forsaith says 
learning lessons from 
the past has given us the 
resilient pharma supply 
chains we appreciate today 
and he is confident in their 
ability to manage any new 
risks associated with the 

distribution of Covid vaccines.      

“Over the years there have been a number of 
significant advancements in pharmaceutical 
supply chain security - of which TAPA has been 
a visual participant. One of the most notable 
contributions that TAPA has made came as 
a result of a large-scale warehouse burglary 
in the United States several years ago. In 
that incident, over $70m of pharmaceutical 
products were stolen in a brazen night-
time break-in. After that incident, the victim 
company made a conscious decision to 
improve their supply chain security (SCS) 
posture and adopted both TAPA’s Facility and 
Trucking Security Requirements globally. 
Disruptions decreased significantly as a 
result. The company then shared its positive 
experience with others and a renewed focus 
developed, pretty much industry-wide. As bad 
as what happened was, it was a ‘wake-up call’ 
to all of us and we have, as an industry, strived 
to improve SCS ever since. 

“It is this sense of purpose, now mated with 
improved supply chain security infrastructures, 
that will help to carry us through this period 
of critical product dissemination. While I do 
believe there will be some enhanced SCS 
scrutiny in these upcoming efforts, I genuinely 
can’t think of any other industry that is as 
well prepared (from a supply chain security 
standpoint) than ours is right now,” he says. 

While he expects existing requirements and 
responsibilities to once again prove more than 
adequate to protect the world’s most critical 
and expensive pharmaceutical products 
as they move through the global supply 
chains, there will be no complacency on the 
part of the stakeholders involved. Chuck 
Forsaith adds: “It would not surprise me if 
manufacturers, distributors and retailers may 
be looking to add some additional resources 
to assure the security of this particularly 
critical commodity. Things such as the use 
of additional tracking technology, possibly 
shipment escorts, and a deeper dive into route 

risk analysis, are just some of the actions which 
will be considered during these times.” 

Rogier Wils agrees, saying: “Existing security 
precautions are already quite comprehensive 
but an increasing number of pharmaceutical 
companies are demanding the TAPA FSR Level 
A and TSR Standards. We have received an 
increasing number of enquiries about TSR 
in combination with temperature controlled 
pharmaceutical transports. Extra drivers for 
non-stop transit is already common practice, 
and convoys and (armed) escorts in some 
countries are, in my opinion, highly likely. A 
lot is still unknown about the availability of 
the coming vaccines and possible shortages. 
Supply and demand generally make a product 
valuable and, therefore, more interesting to 
criminals. Another factor to take into account 
with these shipments are the anti-vaxxers and 
conspiracy theorists who believe Covid-19 is a 
hoax. They may also represent a security risk to 
vaccine shipments.”

Working with global Customs and Health 
agencies, detailed descriptions and 
depictions of what these vaccines will look 
like when packaged and shipped are also 
being developed to help better differentiate 
authentic from suspect products. Government 
regulatory agencies in many countries are 
also known to have made verbal enquiries - if 
not actual visits - to companies shipping and/
or storing vaccines to add additional levels of 
scrutiny and assurance to the security of the 
supply chain process. PCSC, Chuck Forsaith 
says, has been asked to review a number of 
corporate and vendor shipment programmes 
as well.



‘We may be going into areas where supply chain 
security has rarely been a principal focus. Now it will 
have to be.’
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Discussing the security risks, he states: “The 
complexity of the dissemination process 
is what causes the most concern at this 
point in time – and the majority of that 
concern surrounds the unique temperature 
requirements for this type of product. For 
instance, because the vaccines need to be kept 
cold (in some cases “super cold”), traditional 
cartage methods may be different. This will 
potentially limit the amount of vaccines that 
can be shipped in a single conveyance, at a 
single point in time. Limited space means 
more shipments will be required to fulfil the 
need. More shipments, logically, translate into 
the possibility of additional risk.  

“A number of these vaccines involve ‘two-
shot’ courses, which means that two separate 
shots are required a number of days apart to 
successfully complete the treatment. Hence 
a shipment of, say, 50,000 vaccines will only 
be able to treat 25,000 people. Again, that 
equates to an increased number of shipments 
that will need to be made to successfully 
inoculate a particular population.”

Keeping with that same temperature 
control theme, he says not all locations the 
vaccines will be going to will have current 
configurations to maintain the vaccines 
within those temperature ranges. This 
means modifications will need to be made 
to existing infrastructure - and this may not 
align well with the existing supply chain 
security programs at those locations. “The 
dissemination of these vaccines will truly need 
to be global. Hence, we may be going into 
areas where SCS has rarely been a principal 
focus. Now it will have to be.”

Rogier Wils adds: 
“Temperature control 
will be essential for the 
quality of the vaccine. The 
first vaccines available 
will have a storage and 
transportation temperature 
of minus 70 degrees. 

If freezers are opened and temperatures 
move outside of the required specifications, 
complete batches will be lost. Transportation 
will be done in dry-ice shippers and boxes. If 
these are opened by criminals, the vaccines 
will be useless. With dry-ice shipments, transit 
time is very important as well because delays 
will potentially risk losing the product.”

Strict cybersecurity protocols will have to be 
enforced, too. This is not simply to ensure 
vaccine shipping transactions are performed 
under the highest levels of cybersecurity. It 
also means ensuring each business partner 
in these supply chains complies with those 
protocols.   

The first wave of vaccine shipments will come 
under the greatest scrutiny. Pharma and 
logistics companies recognize the vaccines 
will draw a considerable amount of attention, 
particularly in the initial stages of launch. As 
the amount of vaccines being disseminated 
increases, over time it’s reasonable to believe 
this degree of attention may not necessarily 
be as intense. “That being said,” Forsaith adds, 
“this particular product (similar to other 
temperature sensitive products - like insulin, 
Hepatitis C drugs and CAR-T shipments) will 
continue to receive the same level of supply 
chain security attention, no matter what period 
of time it is in the product’s overall life cycle.”

Previous ‘total cost of loss’ reports relating to 
pharma thefts have demonstrated the longer-
term scale of disruption caused to pharma 
supply chains. 

Chuck Forsaith comments: “A partial loss of 
a product manufactured under a specific lot 
number could, conceivably, require that all of 
the remaining product that was manufactured 
under that same specific lot number needs be 
held until the stolen/diverted portion of the lot 
has been recovered, or a determination made 
if it cannot be recovered. 

“At that time, the remaining product under 
the original lot number would need to be 
eliminated, to reduce the risk of confusion 
within the supply chain of product properly 
maintained for distribution, and product in 
which there wouldn’t be any known assurance 
of proper maintenance (stolen or diverted 
goods). Particularly when considering 
consumable goods, products that cannot 
demonstrate a thorough accountability of 
their travel through a supply chain directly 
equate to a patient safety issue – for which the 
pharma industry, and its regulatory bodies, 
have no tolerance.  

“These instances obviously become 
problematic in other ways as well, such as: 
causing enhanced regulatory scrutiny by 
government agencies; affecting customer 
confidence in the product; encouraging 
consumers to seek other product brands, 
causing additional cost to re-manufacture 
replacement product; diverting resources to 
conduct investigations into why the incident 
occurred, increasing insurance costs/liability, 
etc… Typically, these issues are isolated to a 
specific manufactured brand as opposed to 
an entire type of product manufactured by 
multiple brand companies. What will be more 
unique in this instance is the current amount 
of underlying skepticism, in certain quarters, 
about the validity of vaccines in general. 
The exposure of incidents involving the 
diversion or theft of vaccines within a supply 
chain could, conceivably, erode some of the 
confidence in the vaccines themselves.”

Rogier Wils is confident that the logistics 
sector’s preparations – including the provision 
of adequate warehouse and freezer space, 
temperature controlled vehicles, trained 
staff, security protocols and GDP compliance 
– mean the industry will be ready for the 
‘enormous challenge’ it anticipates. Increased 
security and quality will come at a higher 
price for pharmaceutical companies but, as he 
says: “As long as there is a shortage of vaccine 
availability, security will be of the utmost 
importance.”

We don’t have to wait too long now to see 
how pharma supply chains perform under this 
unprecedented global spotlight. We’ll all be 
hoping they’re able to uphold their traditional 
exemplary standards.    



Please note that none of the items covered in this 
section are endorsed by TAPA.
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Johnson Controls develops  
ultra-cold room refrigeration 
solution for Covid vaccines
As the world continues to develop its response 
to the COVID-19 pandemic - tracking the 
pandemic, advising on critical interventions 
and preparing to distribute vital medical 
supplies to those in need – technology 
providers will also have a vital role to play 
in ensuring coronavirus vaccines deliver the 
long-awaited ‘light at the end of the tunnel.’ 

Vaccines already exist to treat more than 20 
life-threatening diseases and help to prevent 
2-3 million deaths every year from illnesses 
such as diphtheria, tetanus, pertussis, influenza 
and measles. Now the world eagerly awaits 
approval of a Covid-19 vaccine and is putting 
in place the manufacturing capability and 
buying supply so that 2 billion doses can be 
fairly distributed by the end of 2021 under 
the coordination of the COVAX alliance of 
governments, global health organisations and 
businesses.

However, storage, transportation and 
distribution of vaccines will present major 
challenges.

Johnson Controls’ IREF Division has developed 
technical solutions for ultra-cold storage and 
refrigerated transports to support companies 
with storage and the rollout of the vaccine, 
which must be stored at -70C (-94F). For 
transport, the vaccine can be kept for up 
to five days at fridge temperatures of 2-8C. 
The First Cold-Room was handed over to a 
customer in Germany in November, says Joerg 
Schib, Global Account Manager Logistics at 
Johnson Controls. He says: “News of a Covid 
vaccine sparked hopes of a return to normal 
life and a stock market rally, but now minds 
are turning to the practicalities of getting 
the vaccine quickly to populations across the 
world, in particular to the vulnerable people 

who need it most. This presents massive cold 
chain challenges, especially in rural locations 
not equipped for this for type of vaccine 
refrigeration.”

To find out more click here

The Video Surveillance  
Report 2020 
You can now download the Video Surveillance 
Report 2020, written by IFSEC Global and 
sponsored by video solution vendor, IDIS, 
which discusses trends from the responses of 
over 700 security professionals. The uptake 
of video analytics and AI to provide an all-
encompassing security solution continues 
to grow, while there is a growing movement 
towards cloud-based storage and analytics 
solutions, the report says. 

Find out more by accessing the report using 
this link

Dark web versus the open web
For anyone looking to learn more about online 
theft and to understand the workings of the 
dark web versus the open web, this interview 
by Professional Security magazine with Terry 
Bishop, VP of technical services at the cyber 
threat intelligence company RiskIQ is well 
worth a read. See the editorial here

IFSEC Global’s latest product 
round-up
Check out IFSEC Global’s latest monthly 
product news which includes updates on 
solutions offering: 

•  An advanced video analytics software 
platform to help law enforcement and 
security teams keep public and private 
facilities secure with near real-time, 
actionable data from video content

•  How to counter false alarms

•   Intelligent video analytics application offers 
detection and classification of humans and 
vehicles tailored to the surveillance need

•   A fully integrated smartphone app said to 
streamline mobile patrols, alarm response 
callouts and keyholding for security officers 
and controllers

•   How to resolve the common challenge 
of only receiving black and white images 
for night monitoring from many security 
cameras 

•  A new suite of video solutions across EMEA 
comprising software and hardware such as 
cameras, recorders, thermal imagers, people 
counters, and accessories

•  A hosted digital evidence management 
system which allows you to securely collect, 
manage and share evidence from body worn 
cameras and other sources to support in 
effective case management 

•  An access control solution offering the 
ability to identify close contacts of anyone 
displaying symptoms of COVID-19, or other 
infectious diseases, by generating detailed 
reports of where the infected person has 
been and who else has been near them.

Learn more about these products via  
this link

https://www.johnsoncontrols.com/en_gb/-/media/jci/be/united-kingdom/insights/files/brochure/iref_europe_brochure_en.pdf
https://www.ifsecglobal.com/category/resources/downloads/
https://www.ifsecglobal.com/category/resources/downloads/
https://www.iru.org/iru-academy/programmes/protect-yourself-and-your-cargo/
https://www.ifsecglobal.com/product-focus/security-products-round-up-november-2020/
https://www.ifsecglobal.com/product-focus/security-products-round-up-november-2020/


BUILDING THE TAPA BRAND WITH 
EMEA REGION STAKEHOLDERS 
Thorsten Neumann, President & CEO of TAPA for the Europe, 
Middle East & Africa (EMEA) region, shares the latest update 
on some of his and the Association’s latest activities aimed at 
accelerating TAPA EMEA’s growth, development and influence, 
and delivering more benefits to our growing membership…   
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ANOTHER WARNING SIGN WE SHOULD NOT IGNORE 
If your transport routes include crossings to and from the UK and EU, this month’s trial of 
post-Brexit checks by French customs authorities should act as another reminder of why you 
need to immediately review your truck security protocols.

UK media reported queues of trucks stretching 8 kilometres in the county of Kent as vehicles 
approached the channel crossing via the Eurotunnel entrance just outside of Folkestone and 
the Port of Dover. Obviously, we all expect teething problems but stationary trucks need to be 
protected because cargo criminals will be reading these same reports and be very aware of the 
opportunities being presented. Just imagine the total value of goods onboard an 8km line of 
parked trucks!

If you haven’t already recognised the value of TAPA’s Trucking Security Requirements (TSR) 
to protect your vehicles, the clear potential for risks stemming from lengthy border delays as 
a consequence of Brexit could not be a bigger wake-up call. It’s time to consider our proven 
trucking security standard as part of your risk management strategies. There’s no time to waste.

QUESTIONS WE SHOULD 
NEVER LOSE SIGHT OF
In an article published by Supply Chain 
Dive, Tony Pelli, practice director of security 
and resilience at BSI raises some very 
pertinent questions for companies involved 
in the storage and transportation of high 
value, theft targeted goods. His comments 
specifically relate to vaccine supply chains 
but the questions he asks are extremely valid 
for all supply chain professionals:

•  How exposed is your company to supply chain 
interruptions?

•  Are your suppliers experienced at transporting 
highly secured goods or loads that are 
perishable in a short period of time?

•  Are your operations sensitive to cost, making 
your supply chain oriented toward cutting 
expenses?

•  Have you thoroughly vetted all parts of the 
supply chain against an internationally-
recognized standard, such as the Transported 
Asset Protection Association’s Trucking 
Security Requirements and Facility Security 
Requirements?

•  Have you vetted all suppliers for their 
inventory-management and internal-audit 
practices, to ensure that all shortages and 
overages are investigated throughout the 
supply chain?

•  Have you gathered as much information 
as possible about all of your suppliers, 
including any subcontractors and last mile 
transportation providers?

•  Have you worked with your suppliers to develop 
strict notification protocols in cases where 
there is suspected or confirmed tampering 
with shipments or product diversion, including 
notification to law enforcement?

All these factors are key to mitigating risks. 
Well said, Tony. These are questions every 
business should factor into their thinking on 
a regular basis.
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CRIMINALS WILL PREY ON A 
HIGHLY VULNERABLE ROAD 
TRANSPORT INDUSTRY
The International Road Transport Union (IRU) 
says the global road freight sector is poised to 
post a combined loss of $679 billion in 2020 – 
18% higher than its earlier prediction in June.

This presents a real risk to supply chain security 
and resilience.

Clearly, a high percentage of these companies 
are SMEs which play a critical role in the 
sustainability of supply chains. 

In what is usually a 
lower margin sector of 
the transport industry, 
we should expect a significant number of 
insolvencies and companies closing their doors 
for the last time as a result of the financial 
pressures they’re facing. 

This is clearly very sad for those companies and 
their employees. It should also sound alarm bells 
for supply chain security professionals. TAPA 
EMEA has recorded many high value shipment 
losses involving Organised Crime Groups which 
use bogus transport company details to pick-up 
loads and, in some cases, small, near-bankrupt 
operators have been taken over by OCGs simply 
to give them access to legitimate documentation 
and a short time window of authenticity to 
target HVTT shipments. 

Often, they will ply their trade by bidding low 
prices for transport loads on online freight 
exchanges. So, please be extra, extra vigilant 
in the coming weeks and months. The road 
transport industry is under massive pressure 
and criminals will prey on this disruption. If you 
do receive approaches from new transport 
providers, particularly if they are offering to 
move goods well below the market rate, make 
sure you carry out full due diligence to avoid 
becoming another victim of these types of 
crimes   

INSIDE INTELLIGENCE
Five members of staff working in a 
warehouse in Spain were arrested 
earlier this month as part of an internal 
investigation into the theft of €500,000 
of smartphones. The security team at the 
premises became suspicious that thefts 
were taking place after discrepancies in 
the weight of loads being delivered to 
customers. After placing covert cameras 
within the warehouse operation, the 
footage revealed the staff members 
stealing the phones as well as their 
International Mobile Equipment 
Identity (IMEI) numbers to hinder 
any investigation. It was determined 
that the suspects were slipping new 
smartphones into orders secretly, 
replacing the actual ordered contents 
of a package at the last moment. Media 
reports believe the orders were placed 
by an accomplice. All five have been 
fired by their employer and await trail.

I share this information because 
it reflects the valuable incident 
intelligence we gather in our IIS 
database, which all of our members 
can access and use to stay well-versed 
on the different tactics offenders use 
to target goods in warehouses and 
onboard trucks. IIS remains one of the 
best tools in our supply chain security 
armoury. It’s there for you to interrogate 
whenever you need it.     

SPEAK FOR US
On page 3 of this issue, we once again repeat our call for the European 
Commission to align its SSTPA secure truck parking standard with TAPA’s 
PSR. We think the case for this is compelling and makes perfect sense. But 
we have been calling for this for 12 months and we are still waiting for the 
EC to see the value in what we are proposing. You can help us do this. Talk 
to your EC contacts and explain the benefits of this collaboration to speed up 
the growth of secure truck parking in Europe. Big business has a powerful and influential voice and 
we need it to be heard on this very important topic. We won’t stop until we succeed. 

LISTENING & DELIVERING
I am very excited about the launch of our two 
new commercial arms in 2021 because they will 
hep us start to look at new opportunities which 
will ultimately generate more benefits for our 
members. As a respected and growing industry 
association, TAPA EMEA must continue to move 
forward. This is the 
strategy our members 
voted for – and we are 
proud to be delivering 
it. Watch this space!

A BIGGER INCENTIVE?
The UK government has given the ‘green light’ for longer and heavier trucks to take to 
the country’s roads. Extending trailer lengths from 13.6m to 15.6m and maximum load 
weights from 44 to 48 tonnes is part of a programme to cut vehicle emissions.

Absolutely, bigger trucks may mean fewer overall road journeys – maybe – but the supply chain 
security specialist in me can’t help but feel that adding the capacity for two more rows of 
pallets or at least three rows of supermarket goods cages on each vehicle is also only 
going to act as an even bigger incentive for the extremely active criminal fraternity 
in the UK to target more trucks. Only time will tell. A consultation on the new plans 
runs until 4 January, so we’ll watch with interest.   
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At the start of November, six ASEAN countries – Singapore, Malaysia, 
Cambodia, Lao PDR, Thailand and Vietnam – announced they will allow 
traders to carry out a single transit journey across the participating 
states via a single truck, single customs declaration and single banker’s 
guarantee, under the ASEAN Customs Transit System (ACTS).

ACTS enables logistics service providers to 
transport goods via road under a single regime 
regardless of which participating ASEAN state 
they depart, transit and arrive at.

Participating ASEAN state customs will 
utilize a regional computerized transit 
management system to efficiently capture 
and track the status and movement of goods 
in each state. Under ACTS, supply chains 
will benefit from time and cost savings with 
better connectivity in moving goods by road 
across Southeast Asia. One global forwarding 
company in Singapore confirmed it has 
already successfully carried out cross-border 
transit operations from Singapore to Thailand 
through Malaysia under the new system.  

Benefits of ACTS Simplified 
Procedure
•  Custom Process Efficiency - No physical 

controls, automatic release, no presentation 
of goods to customs, fast declaration 
processing through implementation of 
timers

•  Real-Time Visibility & Tracking – 
Computer-based real-time messaging, 
specified transit routes with maximum 
transit times, recording and tracking of all 
activities in real-time with controlled  
follow-up time

•  Avoid Loss-In-Transit & Revenue Loss - 
Secure, enforceable guarantees with cross-
border validity, specifications for the means 
of transport, security sealing

•  Trader Reliability & Credibility - 
Knowledge of trader through registration 
and monitoring of performance, incentives 
for proven reliability. Use of certified trader 
seals

•  Declaration of Goods - Electronic 
declaration, validity check of information 
including identification of prohibited or 
restricted goods

Under ACTS, importers, exporters and logistics 
service providers must register as an ACTS 
trader with their local customs authorities. 
Recognized businesses can apply to be an 

Authorized Transit Trader (ATT) with enhanced 
privileges.

From a supply chain security perspective, 
companies aligned with customs authorities’ 
initiatives not only benefit from time and 
cost savings, but also secure their operations 
with an added layer of tracking and visibility. 
This initiative will help officials to identify 
irregularities quickly and to target illegal 
activities more effectively, benefiting 
transporters and drivers. With the accredited 
trader (ATT) identity 
recognized across the 
region, logistics 
service providers 
can expect 
to spend 
less time at 
borders, thus 
further reducing 
risk exposure to 
potential truck 
and cargo 
thefts.

For more 
information, 
visit the ASEAN  
Customs 
Transit System 
informational  
portal via this link

ACTS promises enhanced security layer 
and greater visibility for cross-border 
Road Freight across 6 ASEAN countries

https://www.customs.gov.sg/news-and-media/media-releases/2020-11-02-Media-Release.pdf
https://acts.asean.org/


CHINA-EUROPE ROAD FREIGHT: ASSESSING RISKS 
AND REDUCING LOSSES USING TAPA IIS INCIDENT 
INTELLIGENCE AND G4S METHODOLOGY

Despite increasing volumes of 
road freight, poll results from  
TAPA Asia Pacific’s Incident 
Information Service (IIS) webinar 
earlier in the year revealed that 
60% of participants review their 
cargo routes less than once-a-
quarter, and 20% did not review 
them at all.
To address the rising risk factors for China-
Europe road freight, last month TAPA Asia 
Pacific and G4S Telematics co-hosted a 
webinar in Mandarin discussing ‘Securing Post-
COVID Road Freight: Risk Assessment & Data 
Intelligence.’

G4S representative Paty Alexaki explained the 
formula used to calculate route risks using 
the G4S risk assessment methodology and 
TAPA’s IIS database, which provides accurate 
and reliable data for G4S on incidents of cargo 
thefts, including the date, location, modus 
operandi, category of products, and value of 
recorded losses. TAPA’s Secure Parking Online 
Tool (SPOT) also identifies secure truck parking 
places in the EMEA region. Paty advised 
companies to use a common model when 
assessing different route risks. This is to ensure 
that the approach and results derived are valid, 
consistent and objective. 

Parameters should, therefore, be the same. 
G4S bases its risk assessment index on four 
key factors: criticality, frequency, threat and 
vulnerability.

Emphasising the importance of using the 
Association’s IIS to identify levels of risk 
and improve loss prevention, Keven Liang, 
a member of the TAPA Asia Pacific Board, 
commented: “TAPA’s IIS collects incident data 
from reports submitted by our members and 
partners such as law enforcement agencies. 
In Asia Pacific, we strongly encourage TAPA 
members to continue contributing to IIS 
to maximize the scope and accuracy of our 
risk assessment analysis. It is also important 
to remember that when we do collect this 
data, IIS will never reveal any confidential 
information of the company involved in an 
incident.”

TAPA Asia Pacific members seeking more 
information on how to use the IIS database 
should contact info@tapa-apac.org

WATCH THE WEBINAR PLAYBACK NOW

TAPA EMEA COMMERCIAL  
ARMS READY FOR LAUNCH
2021 will see TAPA EMEA officially launch 
two new commercial arms to support the 
next stage of the Association’s growth in 
the region, to deliver more benefits for its 
record membership base, and to ensure it 
continues to meet its tax and compliance 
obligations. 

Reflecting the region’s biggest membership 
bases, the commercial arms will operate out 
of Germany and the Netherlands:

Transported Asset Protection Services 
(TAPS) GmbH has been given a remit to 
focus on TAPA EMEA’s:

• Standards & Training
• Conferences & Events
• PR & Marketing
• Website and digitalization projects

In the Netherlands, Transported Asset 
Protection Services (TAPS) BV will be 
responsible for managing the region’s 
finance and membership services. 

The changes are based on the advice and 
recommendations of three independent 
tax and compliance advisors based on the 
Association’s growth objectives for the 
coming years. Both commercial arms will 
report into TAPA EMEA’s President & CEO, 
Thorsten Neumann.

“These changes are part of the TAPA 
2020 strategy we outlined over two 
years ago and supports the continued 
professionalisation of our Association 
in EMEA and our digital transformation 
programme. Our members will see no 
changes in the way they work and engage 
with TAPA EMEA or in their points of 
contact but by developing our commercial 
capabilities we can leverage new 
opportunities which come from being the 
world’s leading supply chain security and 
resilience association. This will give us an 
amazing opportunity and greater flexibility 
to develop and offer solutions which 
generate more income to be reinvested in 
the growing range of benefits we provide 
for our members.”   
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Transported Asset Protection Association

TAPS  
GmbH

TAPS 
BV

mailto:info%40tapa-apac.org?subject=
https://www.tapa-apac.org/securing-road-freight-risk-assessment-data-intelligence-mandarin/


CYBER CRIMINALS ARE ‘SMARTER 
AND BOLDER IN THEIR ATTACKS 
ON SUPPLY CHAINS,’ TARGETING 
NEW DIGITAL SURFACES

A new report by leading 
consulting firm Booz Allen 
raises cybersecurity concerns 
and offers mitigation steps as it 
warns supply chain operators 
to prepare for serious attacks 
in 2021
In recent months, global supply chains 
have been hit with multiple cyberattacks 
resulting in losses of hundreds of millions 
of dollars. 

These crimes provided further evidence 
that cyber criminals are becoming 
bolder and broader in their scope of 
attacks, including: 

•  In May, an international rail vehicle 
manufacturer was blackmailed 
following a cyberattack targeting the 
company and its employee data

•  A malware attack on a global shipping 
company in September disrupted 
business operations, to an estimated 
loss value of US$250 million

  More recently, in October, the world’s 
fourth biggest container liner 
disclosed its information systems were 
compromised due to a cyberattack. 

In its 2021 Cyber Threat Trends Outlook, 
consulting firm Booz Allen reports an 
expected trend of cyber incidents as 
criminals proliferate and expand on 
opportunities to attack new digital 
surfaces. Their analysis identifies the 
new ‘hot spots’ for cyber-crime – next 
generation malware extortions, 

cloud-based technologies, Artificial 
Intelligence (AI), Machine Learning (ML) 
models, 5G and industrial control systems. 

Next Generation Malware 
Extortions
Malware attacks have been “enhanced” 
with ransomware tactics to not only 
disrupt business operations, but to extort 
organizations of their proprietary information. 
To extort greater and faster payments, 
criminals threaten to disclose data and inform 
regulatory bodies and stock exchanges of 
their data breach. Experts foresee further 

refinement of all these malicious tactics to 
include threats against clients, suppliers, 
third-party and other key relational targets. 
These threats serve as a springboard for cyber 
criminals to attack the entire chain of partners 
and vendors. 

Booz Allen analysts propose instituting both 
onsite and offsite backups, monthly patching 
policies for updates, two-factor authentication 
(2FA) for all accounts, retainer relationships 
with outside incident response firms, and 
a hunt program that reviews and identifies 
suspicious network activity. 
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https://reportcybercrime.com/rail-vehicle-manufacturer-stadler-hit-by-cyberattack-blackmailed/
https://www.channelnews.com.au/cyberattack-on-global-logistics-giant-gefco-could-cost-company-millions/
https://www.channelnews.com.au/cyberattack-on-global-logistics-giant-gefco-could-cost-company-millions/
https://www.supplychainbrain.com/articles/31994-second-cyberattack-in-a-week-hits-global-shipping-industry


Whilst most companies have a cyber insurance 
policy in place, this policy must be frequently 
reviewed to understand what the remediation 
activities covered, the report advises. 

Accessing and Abusing Cloud-based 
Development Environments
With the pandemic accelerating the adoption 
of cloud computing services including SaaS, 
PaaS, and IaaS, cloud environments have 
provided cyber-attackers with loopholes 
for access and abuse. Often, access control 
misconfiguration has exposed millions of 
pieces of data and allowed threat actors to 

access and deploy their attacks. Recently, 
in July 2020, a cloud communication CPaaS 
company reported that one of their routing 
engines’ JavaScript had been maliciously 
updated and misconfigured to direct users 
to an unknown URL that gathers their 
information.

To secure cloud-based services against supply 
chain software attacks, organizations should 
deploy strict access controls, code signing 
keys, endpoint detection and response (EDR) 
tools, and a private-cloud deployment model 
to provide an extra layer of control over the 
cloud-based environment. Looking forward, 

Booz Allen expects continued evolution 
in the types of attacks abusing cloud 
solutions, including the convergence 
of several tactics used in supply chain 
software attacks to target PaaS solutions 
used to develop and deploy software 
applications.

Intellectual Property Theft 
from Artificial Intelligence and 
Machine Learning Models
While supply chains adopt Artificial 
Intelligence (AI) and Machine Learning 
(ML) technologies, malware developers 
have sought to stay ahead of this 
trend by building AI-based malware to 
defeat AI-based security solutions and 
stay undetected. One example is the 
self-modifying polymorphic malware 
which has led to exponential growth 
of 230,000 new malware samples daily. 
The underlying data models of AI-based 
security solutions utilize ML algorithms 
generated from large amounts of data. 
This will likely be a prime target for cyber 
criminals to steal intellectual property.

AI and ML models should be treated as 
proprietary intellectual property and 
be protected in the same way as any 
proprietary software. Supply chains 
developing AI services can consider 
additional security controls for accessing 
these models, water-marking trained 
models and network security tools such as 
intrusion detection systems.

Risks Factors in Welcoming  
5G into Industrial Control 
Systems
As we welcome the 5G networks into 
industrial control systems and operational 
technology for greater efficiency, experts 
foresee the merger to expose new 
vulnerabilities into businesses. Current 
industrial control systems are segmented 
to create boundaries and reduce cyber 
risks. However, the introduction of 5G is 
likely to reduce network segmentation 
and introduce new devices that increase 
attackers’ incentives to explore new 
vulnerabilities. The consequences of 
such high-profile attacks will be more 
costly than traditional cyber-attacks, 
given the nature of the control system 
environments and the roles that these 
connected systems play.

Therefore, it is necessary for companies to 
consider the structure of existing network 
set-ups and analyze the risk impact of 
change before adoption. 

CONTINUED ON PAGE 10 >

Experts foresee further 
refinement of all these 

malicious tactics to 
include threats against 

clients, suppliers,  
third-party and other 
key relational targets
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Booz Allen advises businesses to strategize 
5G network architecture to consider possible 
threat impacts, address existing known 
security concerns before deploying 5G and 
strengthen underlying structures through 
regular updates, as well as implementing a 
response plan.

As technically-advanced criminals work 24/7 
to identify loopholes in technology advances, 
supply chains must proactively enhance their 
cyber security systems and response protocols 
in the event of such attacks. As part of TAPA’s 
efforts to address these emerging cyber 
threats, the Facility Security Requirements 
(FSR) 2020 Standard has outlined IT 
security requirements in Section 9, such as 
documentation of IT policies, staff awareness 
and training, Power Interruption Mitigation 
plan, anti-virus and anti-malware software, 
IT Disaster Recovery Plan (DRP), off-site data 
backup and encryption, and management of 
Information Systems’ control access. 

Booz Allen’s Outlook report also warns of 
cybercriminals and state-aligned cyber threat 
actors increasingly looking to target the parcel 
and shipping sector because the importance 

of their operations and infrastructure has 
increased as a consequence of the coronavirus 
pandemic.

It states: ‘Enterprising cybercriminals may 
leverage the increased public reliance on the 
shipping sector to infect shippers and their 
customers. The elevated level of shipment 
notifications may reduce the public’s caution 
regarding delivery notifications, increasing 
their susceptibility to phishing. Expanded 
package delivery could make reshipment 
scams more viable and less likely to be 
discovered.

‘Cybercriminals may also take advantage 
of overstressed operations around holidays 
or other critical periods to extract ransoms 
from shippers. State-aligned adversaries 
may view the parcel and shipping sector as 
a particularly valuable social and economic 
target for possible disruption that falls below a 
threshold for retaliatory response. Adversaries 
can obtain a wide variety of outcomes by 
targeting this sector, ranging from impacting 
national morale to interfering with democratic 
elections.’

Rising Cyber Risk to the Parcel and 
Shipping Services Sector 
The coronavirus pandemic has made more 
broadly apparent the critical importance of 
the parcel and shipping sector to the national 
well-being. Since the pandemic began in 
early 2020, consumer spending on America’s 
largest online retailer rose 35% from the same 
period in 2019. This shift in consumer behavior 
stretches the limits of the capacity of the U.S. 
parcel and shipping services sectors that will 
continue over the interim as society reacts to 
the pandemic’s uncertain cycles. Booz Allen 
believes these trends will continue well into 
2021. 

Cyber threat actors of all kinds will seek to 
leverage this new reality to enrich themselves 
and promote their malicious interests. 

Cybercriminal Threats 
Ubiquitous public and private reliance on 
the parcel and shipping sector makes it 
an increasingly valuable target for profit-
motivated cybercriminals. Consumers are 
increasingly accustomed to receiving multiple 
order status emails, delivery notifications, 
package receipt notifications, and return 
labels for just a single item. Phishing schemes 
involving malicious delivery updates spiked 
during the early months of the pandemic.

It is clear that phishing attempts represent 
only the surface of potential threat vectors 
against the parcel and shipping sector, but 
cybercriminals will increasingly seek to 
slip malicious emails and attachments into 
overwhelmed consumers’ inboxes. 

Targeting Shippers with 
Ransomware
In 2021, cybercriminals will likely seek 
to disrupt parcel and shipping sector 
operations during critical periods of 
operation. Ransomware deployed across 
a shipper’s network in the days leading up 
to a major holiday or during a period of 
coronavirus-related economic lockdown 
could have dramatic impact on operations 
and consequential financial implications for 
shippers industry-wide. 

Reshipping Scams
The parcel and shipping services sector has 
long been used to launder funds and illicitly 
obtained goods, the report claims. Booz Allen’s 
experts predict reshipment scams will increase 
as consumer behavior trends toward more 
home deliveries. Tracking such scams will likely 
be increasingly difficult, particularly because 
greater numbers of package deliveries can be 
used as a form of cover for criminal activities. 

‘Cyber threat actors are increasingly looking to target the 
parcel and shipping sector because the importance of their 
operations and infrastructure has increased as a consequence 
of the coronavirus pandemic.’
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Cybercriminals will likely be increasingly 
able to recruit reshipping or other money 
mules, witting or otherwise, who need extra 
income during the global coronavirus-induced 
recession and unemployment.

State-Aligned Threats 
Cybercriminals are not unique in their interest 
in targeting organizations involved in parcel 
delivery. Booz Allen believes state-aligned 
threat actors may also prioritize U.S. mail 
and parcel delivery services to support their 
strategic goals. U.S. adversaries may take 
advantage of the elevated importance of the 

parcel and shipping sector to disrupt critical 
services, undermine public confidence in U.S. 
public sector services, or generally demoralize 
the population.

Strategic Disruptions
The elevated utility of the parcel and shipping 
services sector, particularly during a global 
pandemic, could elevate its status as a target 
for U.S. adversaries intent on disrupting 
American life. Disrupting this sector would 
be a particularly acute social and economic 
pain point for U.S. citizens relying heavily 
on shipping for medicine, food, and other 

necessities during recurring periods of 
economic lockdown and social distancing. 

Impacting Critical Services
Beyond universal, last-mile parcel and mail 
delivery, the shipping services sector also  
plays a crucial role in certain critical 
government functions that adversarial  
nations could try to disrupt. The coronavirus 
pandemic has quickly increased the number 
of states supporting universal vote by mail, 
greatly expanding a service provided by the 
shipping sector that is critical to American 
democracy. 

Mitigations
Booz Allen’s advice to concerned 
organizations in the parcel and shipping 
services sector includes: 

•  Increase the level of network monitoring 
around periods of increased public reliance 
on the sector, such as holidays and other 
critical periods such as elections or natural 
disasters. 

•  Pay close attention to the strategic and 
geopolitical environment, with the 
understanding that the parcel and shipping 
services sector is a viable target for 
asymmetric cyber attack. Prioritize activities 
based on this evolving risk profile.

•  Launch public relations campaigns 
to educate the public on the type of 
communications they can expect as  
clients. 

•  Train employees to be vigilant when 
receiving and opening emails from 
organizations in the parcel and shipping 
services sector and know how to identify/
report a potential phishing email. 

•  Review your overall cybersecurity controls 
for network and authentication layer 
segmentation to ensure that crown-jewel 
assets have additional protections if an 
incident were to occur.

You can download a copy of Booz Allen’s 2021 
Cyber Threat Trends Outlook here 
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1

The year 2020 has been unlike any we have experienced, and this is true 
with regard to cyber threats, too. If this year has taught us anything, it 
is the importance of preparing for known threats. In the span of a few 
weeks, our economy, education systems, and lifestyles were altered by a 
scenario that experts had long been warning about. Yet, as we all faced the 
new realities of the pandemic, the world continued to move forward with 
advances in technology and markets. 

Cyber threats are increasing in both scope and frequency. From ransomware 
operators refining and polishing their business models, to the rapid 
adoption of cloud as organizations seek to gain operational efficiencies, 
attack surfaces are expanding, and threat actors are evolving. In this time 
of both change and adjustment, the Cyber Threat Trends Outlook explores 
what is known about key cybersecurity issues that lie ahead. 

We open with a scene that is far too easy to imagine playing out in the 
coming year but that every business leader hopes never to experience. 
The scene features Dakota Alexander, the fictional CEO of a Fortune 
500 company, managing the fallout after a front-page breach to her 
enterprise. She is joined by Arnie Weir, a powerful board member for 
her organization. Together they are flying to testify to a congressional 
committee on the recent breach. Though fictitious, this account is all  
too plausible given the current cyber threat landscape. 

2021 CYBER THREAT 
TRENDS OUTLOOK

The elevated utility of the parcel and shipping services  
sector, particularly during a global pandemic, could elevate 
its status as a target for U.S. adversaries intent on disrupting 
American life. 
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https://boozallen.com/content/dam/boozallen_site/ccg/pdf/publications/cyber-threat-trends-outlook-2021.pdf
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EUROPE, MIDDLE EAST & AFRICA REGION

 Angola 1 (0.3%)

 Belgium 5 (1.7%)

 Congo 2 (0.7%)

 Cyprus 1 (0.3%)

 Denmark  7 (2.4%)

 France 6 (2.1%)

 Germany 10 (3.5%)

 Italy  9 (3.1%)

 Kenya 1 (0.3%)

 Morocco 1 (0.3%)

 Netherlands 2 (0.7%)

 Nigeria 2 (0.7%)

 Russia 1 (0.3%)

 South Africa 11 (3.8%)

 Spain 3 (1.1%)

 Sweden 2 (0.7%)

 United Kingdom 226 (78.0%)

CARGO CRIME MONITOR
CARGO THEFT  
BY COUNTRY
OCTOBER 2020

OCTOBER 
2020

14
Number of TAPA IIS 
product categories 
recording losses in  

October 2020

€10,042,576
Total loss for the 156 or 53.7% 

of crimes stating a value 

€686,300
Average loss for the 10 recorded cargo thefts with a value of €100,000 or more 
reported to TAPA’s Incident Information Service (IIS) in October 2020

5

3

2

2

6

10

9

7

226

11

1

1

1

1

1

2

2
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MODUS OPERANDI USED IN LATEST CARGO THEFTS: 

Intrusion 186 (64.1%)
Unknown 77 (26.5%)
Violent & Threat with Violence 13 (4.5%)
Forced Stop 6 (2.1%)
Deceptive Stop 3 (1.1%)
Theft from Moving Vehicle 3 (1.1%)
Internal 1 (0.3%)
Deception Other 1 (0.3%)

10 – Number of major incidents with a loss value over €100k

   47.5%
Or 138 of the recorded incidents took 

place in Unclassified Parking Locations 

€64,375    AVERAGE LOSS VALUE  
IN OCTOBER 2020  

290
Number of new cargo crimes 

recorded by TAPA’s IIS in  
October 2020  

€2,687,039
Biggest single loss -  

Theft of medical 
equipment from a facility 

in Lokoja, Nigeria, on  
25 October 2020

Number of countries  
in EMEA reporting incidents

17

Unclassified Parking Location ....................138 (47.5%)
Unknown ...................................................................................79 (27.2%)
En Route......................................................................................49 (16.8%)
Destination Facility ...............................................................9 (3.1%)
Services 3rd Party Facility .............................................3 (1.1%)
Railway Operation Facility ...........................................3 (1.1%)
Maritime Transportation Facility .........................3 (1.1%)
Authorised 3rd Party Facility ....................................2 (0.7%)
Origin Facility ...............................................................................2 (0.7%)
Road Transportation Facility .....................................2 (0.7%)

LOCATION  
TYPE

Theft from Vehicle ......................................................217 (74.8%)
Theft from Trailer .................................................................15 (5.1%)
Hijacking ........................................................................................14 (4.8%)
Theft of Vehicle ......................................................................12 (4.1%)
Theft from Facility ..............................................................10 (3.5%)
Robbery ...............................................................................................8 (2.8%)
Theft of Trailer .............................................................................6 (2.1%)
Theft .........................................................................................................3 (1.1%)
Truck Theft .......................................................................................2 (0.7%)
Clandestine .....................................................................................2 (0.7%)
Theft from Train .........................................................................1 (0.3%)

INCIDENT  
CATEGORY

8 Crimes in EMEA recorded a loss  
value of between €50,000 & €100,000 
worth a combined €600,444 



This figure is likely to continue  
to increase as TAPA collates  
more data.
Only 156 or 53.7% of these recorded crimes 
shared their financial losses but these 
incidents alone suffered a combined loss of 
€10,042,576 or an average of €64,375 for the 
month. 

So far, TAPA’s IIS has been notified of 10 
major thefts involving products with a value 
of €100,000 or more. These accounted for 
€6,863,005 of the October losses, averaging 
€686,300 per incident. The eight additional 
crimes reported in the €50K-€100K range 
contributed a further €600,444 of October’s 
total.   

Overall, TAPA EMEA collected intelligence 
on attacks on supply chains in 17 countries 
in the region during the month. Once again, 
positive collaboration with law enforcement 
agencies in the United Kingdom meant it was 
the country with the majority of incidents 
recorded in the month with 226 crimes or 
78% of the October total. South Africa and 
Germany were the only other countries with 
crimes in double-figures with 11 and 10 
respectively.    

TAPA’s Incident Information Service 
(IIS) has so far received reports of 
290 cargo theft crimes in the Europe, 
Middle East & Africa (EMEA) region in 
October with a total loss in excess of 
€10 million or more than €334,000 for 
every day of last month.
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€10 MILLION IN PRODUCT LOSSES IN 
OCTOBER AS MAJOR CARGO THEFTS 
IN EMEA AVERAGE €686,300



October cargo crimes included two seven-
figure losses in Africa and Europe: 

€2,687,039 

On 25 October, a gang of offenders entered a 
pharmaceutical warehouse in Lokoja, Nigeria, 
and stole medical equipment including 
x-ray machines. Police arrested suspects the 
following day but no information is available 
on the recovery of the cargo. 

€2,499,457

In Birchwood in the North West of the UK, 
thieves accessed an HGV and trailer in a 
transport yard on 21 October and stole a 
tractor unit and trailer loaded with unspecified 
products worth €2,499,457.  

The six other major cargo crimes in October 
which Vigilant is able to report involved: 

•  €500,000 – Thieves hijacked 
and robbed a truck carrying a 
shipment of cigarettes in Senlis 
in Northern France on 6 October. 
The driver was released after the 
attack and alerted the police. 

•  €276,000 - Two offenders 
were arrested on 17 October 
in Tangier, Morocco, while 
attempting to steal car parts 
from the factory they worked in. 
This followed arrests of another 26 
suspects for thefts of spare parts 
on 6 October, including both 
employees and resellers. 

•  €186,626 - On 6 October, 
offenders approached a parked and 
attended HGV in Tilbrook, Cambridgeshire, 
in the UK and threatened the driver with a 
weapon before stealing the vehicle and its 
cargo of electronics products. 

•  €163,297 – A shipment 
of clothing and footwear 
was stolen on 2 October in 
Woodkirk, West Yorkshire, in 
the UK after thieves gained 
entry to a secured yard containing 12 HGV 
and trailers, cutting their tarpaulin curtains 
to access the cargoes onboard.

•  €150,586 – This violent truck 
hijacking in Milton Keynes, 
UK, on 6 October resulted in 
the theft of 200 televisions. 
The driver was en route 
when he was approached by a group of 
offenders who pulled him from his cab and 
punched him in the face. They then forced 

him back into the cab at knifepoint before 
one of the offenders drove the truck to 
another location in Cambridgeshire. 

•  €100,000 - In Montesarchio, southern Italy, 
two offenders using firearms ambushed 
cash-in-transit guards after they exited the 
vehicle to make a delivery on 26 October.  

The eight losses in the €50,000-€100,000 
category were:

•  €94,847 - in Keighley, West Yorkshire, 
in the UK on 7 October, offenders stole 
miscellaneous goods from a truck and 
trailer  

•  €94,423 - cosmetic goods were stolen 
from an unattended trailer parked in a 
warehouse yard in Knowsley, Merseyside, 
UK, on 17 October 

•  €88,869 – thieves cut the rear 
door locks of an attended HGV 
parked at a motorway service 
area in Horwich in Greater 
Manchester, UK, on 28 October 
and stole a load of alcohol 
products

•  €80,871 - in Doncaster, UK, on 
7 October, offenders stole a 
shipment of IT products 
from a LGV parked at a 
petrol station

•  €66,136 – also in Doncaster, on the 
following day, 8 October, a truck driver 
was threatened and robbed of his vehicle’s 
cargo of machinery and parts. 

•  €62,285 - in Reedville, South Africa, the 
driver of a truck with no load was forced to 
stop his vehicle by two armed offenders on 
1 October. The stolen vehicle was recovered 
later that day in Tsakani, Gauteng 
province

•  €61,158 – on 1 October at 
a motorway service area in 
Dunstable, UK, offenders gained 
entry to a HGV trailer and stole 
electrical goods

•  €51,855 - offenders used 
a firearm to threaten an employee at a 
clothing warehouse in Randjespark, South 
Africa, on 13 October before instructing 
the other staff in the facility to assemble 
and lay down on the floor of the dispatch 
area. Seven more offenders then entered 
the premises in four trucks and proceeded 
to load boxes of clothing before fleeing the 
scene. Following a tip-off, a police tracking 
team located the suspects later the same 
day and recovered the stolen cargo. 
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Five of TAPA’s IIS product categories recorded 
10 or more losses in October:

•  Tobacco – 48 (16.6%)

•  No Load (Theft of truck and/or trailer) – 43 
(14.8%)

•  Food & Drink – 34 (11.7%)

•  Cosmetics & Hygiene – 12 (4.1%)

•  Clothing & Footwear – 11 (3.8%)

Theft from Vehicle remains by far the most 
recorded type of incident with 217 crimes 
in October, 74.8% of the monthly total. Four 
other incidents suffered double-digit crimes: 

•  Theft from Trailer – 15 (5.1%)
•  Hijacking – 14 (4.8%)
•  Theft of Vehicle – 12 (4.1%)
•  Theft from Facility – 10 (3.5%)

Unclassified parking locations accounted for 
138 or 47.5% of October crime reports.

Other IIS intelligence reports of note in 
October also included:

•  33 pallets of fresh beef stolen in a theft of 
vehicle crime in Vojens, Denmark, on 17 
October

•  144 cleaning robots taken in another 
vehicle theft from a service area on the A2 
in Sidamon, Spain, on 16 October

•  168 PC monitors stolen from a truck in an 
unclassified parking location in Trezzano sul 
Naviglio, Italy, on 6 October

•  35 tonnes of carob stolen from a warehouse 
in Limassol, Cyprus, on 23 October

•  The theft of a shipment of cigarettes from 
a truck en route on the A59 in Krefeld, 
Germany, on 15 October – the third attack 
of this type in the area in 2020

•  Multiple crimes involving ‘curtain-cutting’ 
of truck tarpaulins at motorway service 
stations across the UK

•  A gang used four cars to ram a security 
escort vehicle and force a truck carrying 
a shipment of cigarettes to stop on the 
SP-141 in Ippocampo, Italy, on 12 October. 
However, they fled after smashing the 
window of the truck cab, which caused an 
alarm to sound 

•  Three lorries loaded with whisky were 
stolen from a Services 3rd Party Facility 
in Birchwood, UK. The trucks were later 
recovered in Rochdale

•  3 occupants of a car in Brakpan, South 
Africa, signalled a truck driver to indicate 
some of his cargo of metal had fallen from 
the vehicle. Once he stopped to investigate, 
one of the offenders fired a gunshot and the 
driver ran off, enabling the thieves to steal 
the vehicle and cargo

•  Migrants travelling in a truck in 
Heiligenroth, Germany, made an emergency 
call for help, saying they were laying on 
top of cargo with only a 30cm gap to the 
roof. By the time police traced the vehicle, 
some of the occupants had escaped but 
eight people, including a minor, were still 
onboard   

TAPA was also notified of more incidents 
using the ‘blue light’ modus operandi, 
including:

•  On 21 October on the N2 in Welgedacht,  
South Africa, a white vehicle using a blue 
light and an offender wearing a blue police 
jacket stopped a truck carrying a cargo of 
sweets, nappies, energy drinks and coffee. 
After carrying out documentation checks, 
the ‘officer’ asked the driver to exit the truck, 
after which he was threatened at gunpoint 
and bundled into the boot of a car. 

•  On 28 October, a truck travelling on 
the M40, near Ashorne in the UK, was 
approached by another vehicle using a blue 
light, purporting to be an unmarked police 
car. One of the offenders was also wearing 
what looked like a police uniform. 

TAPA members can see all of the latest 
IIS incident data by logging onto the 
Association’s website. 
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PRODUCT CATEGORY No %

Unspecified 90 31.0%

Tobacco 48 16.6%

No Load (Theft of truck and/or trailer) 43 14.8%

Food & Drink 34 11.7%

Miscellaneous 23 7.9%

Cosmetics & Hygiene 12 4.1%

Clothing & Footwear 11 3.8%

Furniture/Household Appliances 8 2.8%

Tools/Building Materials 5 1.7%

Car Parts 4 1.4%

Pharmaceuticals 3 1.1%

Cash 3 1.1%

Computers/Laptops 2 0.7%

Metal 2 0.7%

Toys/Games 1 0.3%

Agricultural Materials 1 0.3%
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Please join us in welcoming the latest members to join TAPA AMERICAS…
Company Country Website
ModusLink Corporation USA www.moduslink.com
Skelton Truck Lines Canada & USA www.skeltontruck.com

WELCOME 
TO OUR NEW 
MEMBERS

Please join us in welcoming the latest members to join TAPA EMEA…
Company Country Website
Redur S.A. Spain www.redur.es
F&T Logistics Sp. z o.o. Poland www.ftlogistics.pl
Zsuzsanna Gyurik Hungary N/A

Please join us in welcoming the latest members to join TAPA APAC...
Company Country Website
DHL Supply Chain (Taiwan) Co., Ltd. Taiwan www.dhl.com.tw
JHJ International Transportation Co., Ltd. China www.jhj.com.cn
Listen Security Sdn Bhd Malaysia www.listensecurity.com.my
ModusLink (Waigaoqiao) Co.,Ltd China www.moduslink.com/
Transfly Transportation Co Ltd Hong Kong N/A

TAPA Americas is hosting 
its annual T2 Meeting in an 
abbreviated virtual format next 
month with multiple sessions 
spread over three days – and will 
boost its audience by extending 
an invitation to non-members, 
who can participate free of charge, 
Delegates can register to participate in 
individual sessions or sign-up to hear all of the 
scheduled presentations as, once again, TAPA 
Americas brings together expert speakers from 
law enforcement, cargo theft investigation and 
supply chain security.    

With additional sessions still being added, 
the preliminary sessions and speakers are: 

TUESDAY 8 DECEMBER 2020
11:00AM-12:00PM 
Opening Remarks, TAPA Year-End Update, 
Presentation of the New Board 
Presenter: Anthony Leimas, Chair

12:15PM-1:00PM  
Cargo Crime Intelligence Update 
Presenter: Scott Martino, Director, Global 
Intelligence, Sensitech, Inc.

1:15PM-2:00PM 
Southeast Cargo Theft Update 
Presenters: Robert “Bobby” Motley, Lieutenant, 
Kentucky State Police, and John Cannon, 
Overhaul

2:15PM-3:00PM 
Regional Security Council Updates  
& Panel Discussions 
Presenters & Panelists: 
•  Bob Hastings, Southeast Transportation 

Security Council (SETSC)
•  JJ Coughlin, Southwest Transportation  

Security Council
•  Nick Erdmann, Midwest Cargo Security Council 
• Scott Cornell, Travelers Insurance
• Greg Haber, Babaco Alarm
Moderator: John Cannon

3:15PM- 4:00PM 
The Cargo Theft Situation in New Jersey 
Presenter: Lieutenant Daniel Bergin,  
New Jersey State Police

WEDNESDAY, DECEMBER 9, 2020 
11:00AM-12:00PM 
Cargo Theft Investigations & Last Mile Incidents 
Presenters: Jeff Hall, Transit Risk Management, 
Inc. and Bob Hastings, President, SE Security 
Council

Metro Atlanta Cigarette Robberies while in 
Transit & Metro Atlanta Cargo Theft Crew 
targeting full trailer loads and pilferage thefts. 
The presenters will discuss current cargo 
theft trends in Georgia and Metro Atlanta 
and the challenges of working with local Law 
Enforcement versus a Cargo Theft Task Force.

1:00PM-1:45PM 
Miami-Dade Cargo Theft Trends 
Presenter: Sergeant Nicole Donnelly,  
Miami-Dade Police Department

THURSDAY, DECEMBER 10, 2020 
11:00AM-12:00PM 
Memphis Cargo Theft Trends & Incidents 
Presenters: Sergeant Michael Gibbs and 
Sergeant Thomas Walters

1:00 PM - 2:00 PM 
Cargo Theft Interdiction Program (CTIP)  
and Organize Retail Crime 
Presenter: Sergeant Summer Weathers, 
California Highway Patrol, and Sergeant Sage

2:15PM-3:00PM 
Security Service Provider Spotlight 
Moderator: John Tabor, National Retail Systems

3:15PM-4:00PM 
Closing Remarks by the new Chair  
of TAPA AMERICAS

TAPA AMERICAS’ T2 MEETING GOES VIRTUAL AND INVITES 
NON-MEMBERS TO PARTICIATE FREE OF CHARGE

To see the  
latest agenda, 

click here

https://www.tapaonline.org/2020-t2-meeting-information
https://www.tapaonline.org/2020-t2-meeting-information


Question 1. 
I cannot find TAPA certified parking for my trucks 
in the areas I operate in. Why is that and what can 
we do about this?

Answer: TAPA EMEA PSR certification growth has 
gone from 0 to over 70 sites in 2 years. This is a great 
start and makes PSR the most-adopted industry 
standard by Parking Place Operators (PPOs) but this 
is far from enough. We are making plans to achieve 
500 TAPA classified sites within the next 3 years.  
You can help us by asking the non-TAPA parking 
sites you use to consider TAPA PSR certification. 
Also, give us the details of the parking sites you use 
and, if we have not done so already, we will contact 
them to explain more about PSR and the benefits it 
offers.

APPROVED SECURE  
PARKING OPERATOR

PARTNER

Transported Asset Protection Association

CERTIFIED 
SECURE PARKING OPERATOR

LEVEL 1

Transported Asset Protection Association

CERTIFIED 
SECURE PARKING OPERATOR

LEVEL 2

Transported Asset Protection Association

CERTIFIED 
SECURE PARKING OPERATOR

LEVEL 3

Transported Asset Protection Association
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STANDARDS FAQs #39
A monthly update by TAPA EMEA's Standards Lead, Mark 
Gruentjes, and Executive Director Standards, Steve McHugh  
After receiving a steady stream of questions about TAPA’s Security Standards from Audit Bodies and 
our members, we feel it will be beneficial to share some of the questions received and the responses 
given by the TAPA EMEA Standards Team. We aim to cover 3-5 questions in Vigilant each month. Steve McHughMark Gruentjes

High demand for TAPA Security 
Standards’ training and requests for 
certifications indicate our updated 
Facility Security Requirements (FSR) 
and Trucking Security Requirements 
(TSR) are generating great attention 
from Manufacturers and Logistics 
Service Providers.

The purpose of our monthly FAQs in Vigilant 
are to give you an insight into some of the 
latest questions we have received, but if you 
want to know more about our Standards or 
other supply chain resilience solutions TAPA 
offers, please contact the Association directly. 

Normally, because FSR and TSR are global 
Standards, the FAQs provide answers to 
questions we believe will be of interest to 
TAPA members in all regions. However, 
this month, we want to raise awareness 
of a particular challenge we face in the 
EMEA region, notably the lack of secure 
parking, which contributes to some 60% 
of loss incidents reported to our Incident 
Information Service (IIS) in the EMEA region. 
Two years ago, TAPA EMEA introduced a new 
Parking Security Requirements (PSR) Standard 
to help tackle this problem. We now have 
over 70 sites using the PSR Standard but we 
need substantially more to satisfy the level of 
demand and, to support this, we have started 
a campaign called the ‘PSR Challenge’ to 
promote the growth of TAPA certified parking 
sites. 

To give you further insight into PSR, here are 
answers to some of the most recent questions 
we have received, which we hope you’ll find 
informative. 

If you wish to raise a new topic for discussion 
in our monthly FAQs or ask questions about 
one of our published responses, please 
contact us via this link 

TAPA EMEA - Lack of Secure Parking

What is the problem?

Unless more action is taken, existing plans will not provide the safe 
and secure parking capacity the industry needs.

Current Secure 
Parking 

Locations:
EU SSTPA =  

8 sites

TAPA PSR =  
72 sites, 7300 places

LABEL =  
51 sites

Unclassified 
Parking 

Locations:
800+ sites, 
500+ sites 
advertise 

unvalidated 
security 
features

Estimated 
Secure Parking 

Required:
2000+ 

sites
400,000+ 

places

https://www.tapa-global.org/contact.html
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25YOUR QUESTIONS ANSWERED

Question 2. 
I asked a parking site manager 
why they haven’t gone for TAPA 
certification. He responded by saying: 
“Why should I? My site is secure and 
full.” I struggled to think of a response 
to that. Can you give me an idea of how 
I should answer this question next time 
I see him?

Answer: Not all parking operators are 
proactive in advertising their security 
status when their parking site is full. 
We would suggest mentioning to that 
manager the economic advantage of 
participating in our PSR programme. 
The parking site you visited may have a 
good business model and they do not 
want the added burden of compliance 
to a voluntary certification scheme. 
However, TAPA hopes to change this 
attitude over the coming years. By 
influencing more and more parking 
operators to adopt PSR as an industry 
security standard, we will be helping 
truck operators to seek and find safe 
and secure parking locations for their 
trucks. Eventually, we hope a significant 
number of PPOs will recognise the 
growing demand for certified parking. 
To protect their revenue, obtaining PSR 
certification will make perfect sense. For 
the site in question, please give them 
TAPA’s contact details. We would be very 
happy to discuss the advantages of TAPA 
certification with them.

Question 3. 
As a route planner, I sometimes use 
the Incident Information Service (IIS) 
on the TAPA EMEA website as a secure 
route mapping function and to identify 
parking locations. I do like the system 
but it does not list all the parking sites 
I have to use. How can these sites be 
added to the system?

Answer: Give us the details of your 
parking sites and we will contact them 
to demonstrate the value of obtaining 
PSR certification and explain how 
this will give their locations visibility 
in our mapping and route planning 
tool. Additionally, we have materials 
that explain more about TAPA and the 
benefits of our PSR certification, which 
we can provide to you to hand over to 
any non-certified sites you are using.

Question 4. 
I agree with TAPA that we need more security 
parking capacity across the whole EMEA 
region. This is quite a challenge. How will 
TAPA help change things? 

Answer: This is a moving target, and we do 
not have all the answers right now. We want 
to promote TAPA PSR but also align it with 
the EU Safe and Secure Truck Parking Areas 
(SSTPA) standard. By ensuring both standards 
are successful, we will have a far better chance 
of raising truck parking capacity. How we 
partner with the European Commission and 
other organisations to promote parking will 
be a key focus area for TAPA in the coming 
years. We will also have our own initiatives to 
influence parking operators and parking site 
users to encourage them to adopt PSR, and 
this will include training TAPA members as ‘PSR 
Ambassadors’ and the introduction of a new 
PSR marketing campaign. 

TAPA PSR PROPOSITION TO PARKING PLACE OPERATORS
To understand more about how TAPA is communicating its Parking 
Security Standards to Parking Place Operators (PPOs) in the EMEA 
region, click below to see our PSR brochure, which provides:

Why PSR?
•  Choose how you 

participate

•  Download our PSR 
Standard & Audit Form

•  Watch our Explainer  
Video to see how PSR 
works for you

• Join free of charge

BOOSTING BOOKINGS
FOR SECURE TRUCK PARKS 

PROMOTE YOUR BUSINESS   
TO INDUSTRY LEADERS 

• Acer
• Adidas
• Agility Logistics
• Ahlers Group
• AIG Europe
• Allianz
• Amazon
• Amgen Europe
• Apple
• Arvato
•  Astellas Pharma Europe
• AstraZeneca
• Audi
• BASF
• Biogen
• Boehringer Ingelheim
• Bolloré Logistics
• Bristol Myers Squibb
•  British American 

Tobacco
• Burberry
• CH Robinson Europe
• CEVA Logistics
• Chanel
• Clipper Logistics
• Coca-Cola
• Cummins
• Dachser Netherlands
• Damco

• Danone Trading
• DB Schenker
• Dell
• Desigual
• DFDS Logistics
• DHL Express
•  DHL Global Forwarding
• DSV
• Dyson Technology
• Electrolux
• Eli Lilly
• Emirates Airline
• Epson Europe
• Estée Lauder Companies
•  Expeditors International
• F. Hoffman La Roche
• Facebook
• FedEx Trade Networks
• Flextronics
• Foot Locker Europe
• Foxconn Forwarding
• Geodis
• GlaxoSmithKline
• GoPro
• HP
• Imperial Tobacco
• Infineon Technologies
• Ingram Micro
• Intel Corporation

• IATA
•  Japan Tobacco 

International
• JD Sports Fashion
• Johnson & Johnson
• Johnson Matthey
• KLG Europe
• Kuehne + Nagel
• La Poste Group (France)
• Levi Strauss & Co.
• Lufthansa Cargo
• Michael Kors
• Microsoft
• Mobil in Deutschland e.V
• Mondelez International
• Motorola
• MSD France
• Napp Pharmaceuticals
• Nike
• Nippon Express
• Parcelforce Worldwide
• Pharmafreight
• Philip Morris International
• Philips International
• PostNord Group
• Procter and Gamble
• Ralph Lauren
• RB Health
• Richemont

• Samsung SDS
• SanDisk International
• Sanofi
• SC Johnson
• Sodexo
• Solvay
•  Sony Interactive 

Entertainment Europe
• Swiss Post
• Tech Data
•  TEVA Pharmaceuticals 

Europe
• TJX Europe
• Unilever
• Unipart Group
•  United Pharmaceutical 

Distributors
• UPS
• Volkswagen
• Volvo
• Wincanton
•  Worldwide Pharma 

Logistics  
•  Yamato Transport 

Europe
• Yusen Logistics

... and many, many more.

OUR MEMBERS WANT  
MORE SECURE PARKING  
TAPA’s membership includes hundreds of global brand manufacturers and their logistics service providers, 
who all share one goal; to prevent cargo thefts and improve the resilience of their supply chains. Joining 
TAPA’s secure truck parking programme will put your business in front of this influential and growing group 
of potential customers, which includes...

APPROVED SECURE  
PARKING OPERATOR

PARTNER

Transported Asset Protection Association

CERTIFIED 
SECURE PARKING OPERATOR

LEVEL 1

Transported Asset Protection Association

CERTIFIED 
SECURE PARKING OPERATOR

LEVEL 2

Transported Asset Protection Association

CERTIFIED 
SECURE PARKING OPERATOR

LEVEL 3

Transported Asset Protection Association

ABOUT TAPA’S PARKING 
SECURITY REQUIREMENTS 

YOU CHOOSE HOW  
TO PARTICIPATE
There are three ways Parking Place Operators can join TAPA’s secure 
parking programme to ensure your locations are visible to TAPA 
members using our digital secure parking tool:  

Parking Security Partner 

Sign a declaration to become a TAPA PSR Partner to confirm basic security 
controls are in place. Your participation in the programme will need to be 
renewed annually. 

Self-Certification 

A self-certification audit to meet the requirements of PSR Level 3 and the 
issuing of TAPA certification valid for 3 years. TAPA will conduct sample 
audits of self-certified sites. 

Independent Audit Body (IAB) Certification (Levels 1, 2 and 3)

The full certification programme has three levels with TAPA Parking 
Security Requirements (PSR) certification by Independent Audit Bodies:

• PSR Level 1 = highest security protection with a formal certification

• PSR Level 2 = mid-level security protection with a formal certification 

• PSR Level 3 = lowest security protection with a formal certification 

DOWNLOAD NOW  Read our Parking Security Requirements (PSR)

DOWNLOAD NOW  Read our PSR Audit form

SELL MORE PARKING SPACES

HOW TAPA’S PSR 
WORKS FOR YOU
TAPA’s unique Secure Parking Online Tool (SPOT) helps logistics 
providers and truck operators to plan secure transport routes.

Our digital solution enables TAPA members to select individual 
transport routes and to see:

1. Recorded cargo crimes along each route, including the type of 
incident, location, M.O. used by the attackers and the types of 
products targeted

2. The locations of secure parking sites participating in the TAPA 
PSR programme, including key site and contact information to 
support parking reservations   

This information can also be viewed using TAPA’s Incident 
Information Service (IIS) mapping tool.

With demand for secure truck parking spaces massively 
outweighing the current level of supply, our members greatly value 
this intelligence and the reassurance that comes from being able to 
book parking spaces at TAPA-approved sites when drivers need to 
take mandatory rest breaks. 

Our members can already access thousands of parking places in 
countries across the EMEA region. We want to register your secure 
truck parking in our growing database too.   

WATCH OUR EXPLAINER VIDEO  ▶ 
LAUNCH NEW  

GROWTH OPPORTUNITIES
WORKING TOGETHER

FOR GROWTH & RESILIENCE

WE WANT TO  
WORK WITH YOU
The Transported Asset Protection Association (TAPA) was formed 23 years 
ago by leading global Manufacturers & Logistics Service Providers to make 
their supply chains more resilient. Today, TAPA is the world’s leading 
Security Expert Network for everyone in the supply chain. 

Over this time, our members have worked with us to create industry-leading 
Security Standards for Facilities and Trucking operations to help protect their 
high value, theft targeted (HVTT) goods through their end-to-end supply chains 
… and now they’re setting the standard for secure truck parking in the Europe, 
Middle East & Africa (EMEA) region too. 

Our Parking Security Requirements (PSR) are for Parking Place Operators 
(PPOs) which want to demonstrate the proven resilience of their truck parking 
sites to large potential customers working to reduce three key statistics:

 •  >€8.2 billion, the estimated annual cost of cargo crime in Europe  

• >95% of all recorded crimes involve attacks on trucks

•  >53% of cargo losses annually target trucks in 
unsecured parking places

We invite you to join us to make supply chains more 
secure and, in doing so, to achieve new growth 
opportunities for your secure truck parking business. 
We are stronger together.      

THORSTEN NEUMANN 
President & CEO 
TAPA EMEA   

CLICK TO VIEW

https://www.tapa-global.org/standards/psr/download-section.html


Sensitech reports September cargo crime 
data for Mexico, São Paulo and Rio de Janeiro
Sensitech has shared its latest cargo crime data for Brazil and Mexico for 
September 2020.
The company recorded a total of 1,500 cargo 
thefts in Mexico versus 1,754 in the previous 
month. Food & Drink products were the most 
stolen type of goods in this reporting period 
with 585 losses, 39% of the overall total.

Sensitech’s incident numbers for Brazil consider 
only official data of the states of São Paulo 
and Rio de Janeiro which, it says, historically 

account for 84% of cargo thefts in the country. 
September’s data shows a total of 1,098 crimes 
in the two states – compared to 1,471 and 1,244 
in the months of July and August respectively. 
Electronics products were the commodity most 
targeted in these crimes, featuring in 174 or 
16% of the incidents identified by Sensitech. 
This was an 8% fall in cases involving these 
types of products versus August.

TAPA’S LATEST FSR & TSR 
SECURITY CERTIFICATIONS

In each issue of 
this newsletter, 
we publish a list of 
the TAPA members 
that have most 
recently gained 
TAPA Supply Chain 
Security Standards 
certifications. 

The following companies 
and locations were 
audited by one of TAPA's 
approved Independent 
Audit Bodies (IABs) or, 
in the case of Class ‘C’ or 
Level 3 certifications, may 
have been completed by 
an in-house TAPA-trained 
person.

EUROPE, MIDDLE EAST & AFRICA REGION
FSR Company Name Country City Class
FSR Bollore Logistics ZA Johannesburg C
FSR DHL Airways GmbH DE Frankfurt A
FSR DHL Express (Austria) GmbH AT Klagenfurt A
FSR DHL Express (Netherlands) B.V. NL Den Hoorn A
FSR DHL Express Germany GmbH DE Hamburg A
FSR DHL Express Germany GmbH DE Stuttgart A
FSR DHL Freight (Sweden) AB SE Malmo C 
FSR DHL Freight (Sweden) AB SE Gothenburg C
FSR DHL Freight (Sweden) AB SE Jönköping C
FSR DHL Freight France FR Bonneuil-sur-Marne C
FSR DHL Freight Sweden AB SE Helsingborg C
FSR DHL Global Forwarding IT Verona C
FSR DHL Global Forwarding (UK) Ltd GB Paisley A
FSR DHL Logistics Lietuva UAB LT Vilnius C
FSR Geodis FF Italia S.p.A. IT Milan A
FSR Idealogistic Verhoeven NL Uden A
FSR Savino del Bene S.p.A. IT Redecesio di Segrate C
FSR Savino del Bene SpA IT Montecosaro Scalo C
FSR Schenker Logistics Nederland B.V. NL Breda A
FSR Schenker Logistics Nederland B.V. NL Tilburg A
FSR Yusen Logistics (Benelux) B.V. NL Schiphol Zuid-Oost A
TSR Company Name Country Category
TSR Damco Belgium NV BE Level 3 / Category Medium
TSR GBA Services Ltd GB Level 1 & 2 / Category Medium
TSR HPI GR FR Level 3 / Category Small
TSR Lorenc Logistics s.r.o. CZ Level 1 / Category Small
TSR Swords Holding B.V. NL Level 2 / Category Small
TSR T.T.E. Top Transport Europe Srl IT Level 1 / Category Medium

ASIA PACIFIC REGION
FSR Company Name Country City Class
FSR PT DHL Supply Chain Indonesia Indonesia Jakarta FSR 2020 C
FSR Securiforce Logistics (S) PTE LTD Singapore Singapore FSR 2020 C
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GONESHOPPING!
Soaring demand for newly-launched products, alongside a growing 
community of cash-strapped consumers looking for bargains, has 
produced even greater incentives for organized theft groups.

27SEASONAL SECURITY

IF ALL YOU WANT FOR CHRISTMAS 
IS A SECURE SUPPLY CHAIN, DON’T 
IGNORE THE PEAK SEASON RISKS
Christmas is around the corner … 
but don’t expect any holiday spirit 
from cargo thieves.
The traditional peak season for Manufacturers 
and their Logistics Service Providers also 
coincides with an increase is cargo losses and, 
even though this is now an annual occurrence, 
it still manages to catch many shippers by 
surprise, says TAPA Asia Pacific.

In its latest regional update for Vigilant, TAPA 
APAC states: ‘While shippers concentrate on 
securing cargo space during this period of 
tighter capacity, many will fail to recognize 
that shipments are often moved through 
more carriers due to subcontracting of high 
volumes, and can spend longer periods of time 
left unattended at ports awaiting customs 
clearance. Consequently, these cargoes may 
face a higher risk and be more likely to be 
pilfered during this period of disruption to 
normal shipping conditions.”

In 2020, COVID-19 has clearly changed the 
way consumers shop. Buying in person from 
bricks-and-mortar retail establishments has 
been replaced more than ever by a surge in 
online purchases, which, in turn, brings about 

greater volumes of shipments and deliveries, 
and more opportunities for cargo thieves. 
According to a Sensiguard report earlier this 
year, an 80% increase in shipping volumes 
also led to a 56% year-on-year rise in cargo 
thefts. Soaring demand for newly-launched 
products, alongside a growing community of 
cash-strapped consumers looking for bargains, 
has produced even greater incentives for 
organized theft groups to work even harder 
to target the most desirable goods moving in 
supply chains. Electronics, food & beverage 
products and apparel are among the most 
popular items thieves target, knowing they 
have a large consumer audience for these 
types of cargoes. It’s no coincidence that the 
‘star performer’ products for Manufacturers 
also rank highly in the list of goods most 
commonly targeted and stolen.

This year, experts are expecting more cargo 
thefts to hit supply chains, especially with the 
increase in e-Commerce shipments. Hence, 
TAPA APAC advises, it is critical for shippers 
and their logistics providers to understand key 
cargo theft trends and to implement a strong 
set of resilient protocols to protect not only 
their peak season shipments but also their 
profit margins and brand reputations.

“Global supply chain 
players should pay 
close attention to 
these heightened 
security concerns 
as criminals will be 
looking for every 
opportunity during 
this peak period to 
seize valuable goods. It 
is essential to exercise 

proper due diligence when sourcing carriers 
and ensure that your supply chain partners 
comply with industry best practices and 
security standards. Shippers can also inform 
freight forwarders which containers are of 
higher priority to ensure that these cargos are 
well-protected,” said Lina Li, Chairperson of 
TAPA Asia Pacific.

According to SensiGuard, full load trucks are 
most targeted by criminal gangs, usually when 
they stop in unsecured parking locations. 
Thieves often use fake identities and falsified 
documentation to pick up and steal cargoes. 
It also reports cases of offenders acting as 
representatives of authorities to “inspect” 
goods as a prelude to a theft.

Securing your trucking  
operations
TAPA’s Trucking Security Requirements (TSR) 
2020 Standard is helping companies around 
the world to secure their transport operations, 
helping them to monitor and protect trucks 
and trailers carrying high value, theft-targeted 
cargoes, and reduce product losses. Most 
recently, TAPA has also published new Locking 
Systems Guidance (LSG) to assist its members 
in the identification and selection of suitable 
truck locking systems.

Companies in Asia Pacific can request more 
information about TAPA’s Trucking Security 
Requirements (TSR) 2020 by contacting  
info@tapa-apac.org

https://scripartnership.com/wp-content/uploads/2020/02/2019_annual_us.pdf


How TAPA members can help us deliver more member benefits...

Share your  incident data with TAPA’S  IIS team

Introduce TAP A 
to your local 

law enforcement 
contacts

Encourage your partners and suppliers to join TAPA 

PUT FORWARD IDEAS 
FOR CONFERENCE 

TOPICS OR VIGILANT 
ARTICLES    

Grow your number  
of TAPA FSR  

certified sites

Encourage your  
transport providers 

to adopt TAPA’s TSR 
Standard

Add a requirement 
for TAPA Security 
Standards to your 
logistics contracts

Send links to any  
cargo crime news 

stories you see to  
iis@tapaemea.org 

Tell TAPA about 
truck parking sites 
that should join its 
PSR secure parking 

programme

2020 has been another exciting year of growth and development 
for TAPA as our teams in the Americas, Asia Pacific and Europe, 
Middle East and Africa deliver more benefits to help improve  
the resilience of our members’ supply chains.

You too can make a difference.
Please take a moment to think about what you can do to support our work and to 
progress our role as the world’s leading Security Expert Network for everyone in 
the supply chain. 

TAPA - AT THE HEART OF THE 
WORLD'S MOST RESILIENT  
SUPPLY CHAINS

Transported Asset Protection Association
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