
December 2020

TRANSPORTED ASSET PROTECTION ASSOCIATION

vigilant
THE MONTHLY CARGO CRIME UPDATE FOR TAPA’S GLOBAL FAMILY



There are lots of reasons why we’ll 
all be happy to see the end of 
2020. Who would have expected a 
year like this 12 months ago?
Of course, the disruption, challenges and 
uncertainties are far from over in terms of 
Covid. On an extremely positive note, we now 
have vaccines for the virus but they still have 
to be distributed globally and administered 
to hundreds of millions of people around the 
world. This is going to take time and, in the 
meantime, infection rates and the number of 
victims remain high. That is the greatest concern 
for everyone as we try to stay free of the virus 
and protect our families too. 

Then there’s the continuing uncertainty 
around Brexit which, whether the British and 
EU negotiators come to a deal or no-deal 
conclusion, is going to be a prime business focus 
for all of us involved in supply chain security in 
Europe in the year ahead.

Given all of the factors, we can all be proud 
that our industry association has not only got 
through this year unscathed but, in fact, has 
emerged at the end of 12 months stronger than 
before. 

We have shown great resilience in making sure 
we have delivered the 2020 revisions of our FSR 
and TSR Security Standards as promised, and 

enterprise in terms of the speed with which 
we have developed online training solutions 
for both Standards to replace face-to-face 
classroom trainings. This means we haven’t lost 
any time and has also ensured we have more 
certifications around the world at the end of 
2020 than at the beginning.

The Covid restrictions have forced us to 
accelerate our plans for virtual training and, in 
EMEA alone, has enabled us to deliver more 
training to more security professionals than ever 
before. This has also encouraged us to press 
ahead with the next level of video training to 
make our courses more flexible and accessible, 
which will help to make TAPA certifications 
achievable for more companies in 2021 and 
beyond.

And, all three TAPA regions have responded 
to the enforced postponement of our global 
conferences with virtual events, webinars 
and podcasts, which will remain part of our 
membership offering even when we are free to 
meet face-to-face once again.

Wherever you look in the Americas, Asia Pacific 
and EMEA regions, there has been positive 
progress in 2020 and we will use this to do even 
more for our members next year.

Thank you for your continued trust in TAPA 
and for your support. To everyone who has 
helped make this most unprecedented year a 

success for our Association, I send a very big 
and genuine ‘thank you’ to you all. In a year 
when success and growth seemed impossible, 
together we made it happen.

Enjoy the holiday season, stay safe, and let’s 
all look forward to an all-round healthier year 
in 2021.

  

MARCEL SAARLOOS 
Chair, TAPA EMEA
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TAPA AMERICAS ELECTS ALLEN GEAR AS 
CHAIR AND WELCOMES NEW DIRECTORS 
FOR A TWO-YEAR TERM OF OFFICE

‘Interest in the organization 
has increased, and more 
members are engaged in 
committees and virtual TAPA 
Standards training, which 
gives us a strong foundation 
to move forward.’ 
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TAPA Americas’ members have 
elected a new Board of Directors 
to continue the Association’s 
growth and development over the 
next two years, with Microsoft’s 
Allen Gear taking over as Chair for 
the 2021-2023 term of office.
Scott Cornell of Travelers Insurance will serve 
as Vice-Chair and Nathaniel White of Sanofi 
takes the post of Treasurer. Ralph Lauren’s 
Jennifer Bennett, who served as Treasurer 
previously, assumes the role of Secretary of the 
Association in the region. 

The 2021-2023 Board members, who 
officially took office on 8 December 2020, 
include three new faces:

They join a BOD which also includes six 
Directors returning to office for further 
terms: 

• Andrew Parkerson of Cisco Systems, Inc.
• Cornell Heldenbrand of J. B. Hunt
• David Evans of Asurion
• James Neville of AIG
• John Tabor of National Retail Systems
• Scott Sullivan of TJX Companies

In addition, Chuck Forsaith and David Wilt 
continue to serve as Board Members Emeritus.  

TAPA Americas also expresses its thanks to 
George Latsos of Brightstar for his previous 
tenure as Secretary, and Mark Winn of Ingram 
Micro, for his service as a Board Member. 
The new BOD will be responsible for the 
creation and development of the Association’s 
Strategic Plan in the region, ensuring financial 
transparency, integrity, and sufficient 
resourcing of personnel and funding, and 
providing the leadership and stewardship of 
the organization on behalf of its membership.

Incoming Chair, Allan 
Gear, paid tribute to 
the contribution of his 
predecessor, stating: 
“I want to thank Anthony Leimas for 
his leadership over the last four years 
as Chair of TAPA Americas. Although 
Anthony has stepped down from a 
leadership role in TAPA, he intends to 
continue to be an active member. 

The last four years have had their share 
of ups and downs and, of course, the 
impact of the COVID-19 virus has been 
staggering. However, through Anthony’s 
leadership, TAPA Americas has grown 
its membership by 25%, increased the 
breadth of members, grown TAPA T1 
and T2 Meeting attendances, updated 
our bylaws, and, through the Covid-19 
crisis, helped to test and implement a 
framework with the other TAPA regions 
in EMEA and APAC which sets a path to 
a possible virtual framework for new 
certifications in the future. 

Consequently, interest in the 
organization has 
increased, and 
more members 
are engaged in 
committees and 
virtual TAPA 
Standards training, 
which gives us a 
strong foundation 
to move forward 
and achieve 
even 
more.”
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Asaf Levy of  
Metro Logistics

Randy Bradley 
of HP

Terrie Wallin of 
Facebook

Scott Cornell Nathaniel White Jennifer Bennett



But as an Association founded and 
based on the time and support of 
volunteer Directors, TAPA – like so 
many other trade associations – 
has also needed an ‘engine room’ 
behind the scenes to ensure the 
strategies and objectives of 
its regional BODs have been 
implemented to the fullest 
effect. 
In the Europe, Middle East and Africa 
(EMEA) region, since 2008 these vital 
activities have been spearheaded, with 
distinction, by EMEA’s cool, calm and 
collected Executive Director, 
Laurence Brown.

This month, after 
13 years with TAPA 
EMEA and  
18 months on 

from the successful transition to full-time 
leadership in the region with the appointment 
of Thorsten Neumann as EMEA’s first full-
time President & CEO, Laurence is stepping 
away from the Association to focus on his 
other business interests in the investigations 
industry, confident his work is done. The facts 

speak for themselves. 13 years down the 
road, TAPA EMEA is undoubtedly 

bigger and stronger than at any 
time in its history:

•  the 238 member companies 
in the region in 2009 now 
stand at over 600, and 2020 
will be another record year of 
growth

•  the 101 registrations 
for TAPA’s 
conference in 2009 
compare to some 
400 delegates 
at EMEA’s most 
recent event

•  the 1,941 incidents recorded by TAPA’s 
Incident Information Service (IIS) in EMEA in 
2009 rose to 8,548 in 2019

•  certifications for TAPA’s Facility Security 
Requirements (FSR) and Trucking Security 
Requirements (TSR) are higher than at any 
time in the Association’s history

•  just two years on from its launch, TAPA’s 
Parking Security Requirements (PSR) is 
already the most-adopted industry  
standard for secure truck parking

•  related income growth of over 150%  
since 2008 continues to help fund  
EMEA’s growth strategy and new  
member benefits  

Over this period, one of the other big 
achievements has been the number of 
important stakeholder ‘doors’ that have been 
opened to TAPA; the European Commission, 
NATO, the World Customs Organisation, 
Europol and INTERPOL, to name but a few.

It’s no coincidence that the Transported Asset Protection Association (TAPA) is now recognised  
globally as the leading industry Association for supply chain security and resilience. Since the  
Association’s formation in 1997, TAPA’s growth and development has been spearheaded by  
regional Boards of Directors made up of senior supply chain, security, loss prevention and  
risk management professionals from many of the world’s biggest brand companies. 

MISSION
ACCOMPLISHED
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Laurence Brown, Executive Director.



It has been a journey of year-on-year 
progression and one that Laurence is proud to 
have been part of. 

“I have been fortunate to work with an 
outstanding group of TAPA EMEA Board 
members who set us on a pathway to this level 
of consistent growth. Their determination to 
succeed has been second to none. By setting 
a clear and consistent strategy to support our 
members and to ensure TAPA has a bigger 
share of voice with key stakeholders, we are 
positively influencing supply chain security 
and resilience improvements. They have set 
the agenda and with their support and energy, 
my role has been to serve the Board and to 
flesh out the best solutions to deliver these 
objectives. I’ve really enjoyed being part of 
the team that has enabled TAPA EMEA to get 
things done. I think we can all be proud of 
what we’ve achieved.”            

It’s certainly a lot more than he expected when 
he first took on what he saw as a six-month 
commitment to TAPA EMEA in 2008.       

Nonetheless, his career prior to joining 
TAPA had certainly prepared him well for his 
future role. Laurence started out in UK Law 
Enforcement, (Trading Standards), spending 
14 years investigating issues relating to 
copyright, trademark infringements and 
commerce in general. In 1987, he joined the 
UK video industry, holding a pivotal role in the 
leading retail trade association, bringing about 
changes in UK and European legislation and 
developing higher industry standards.  

Six years later, he transitioned into the  
buoyant computer games industry when he 
joined Sega Europe as Chief Investigating 
Officer, responsible for its anti-piracy 
programme and investigations into supply 
chain losses.  

By the end of 1995, he was heading his 
own consultancy practice working as an 
independent investigating advisor to well-
known global corporations. This involved 
conducting investigations and operational 
management of campaigns against piracy and 
supply chain losses throughout Europe and 
the Middle East. This work was to lead him to 
TAPA.

In August 2008, through Laurence’s various 
brand protection projects, the then TAPA 
EMEA Board Director, Steve McHugh – now the 
Association’s Executive Director Standards – 
and George Wiessing, now coordinating TAPA 
EMEA’s Treasury function, were among those 
who invited him to take a look at TAPA and to 
identify ways to grow the Association. 
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‘I have been fortunate to work 
with an outstanding group of 

TAPA EMEA Board members 
who set us on a pathway to this 
level of consistent growth. Their 

determination to succeed has 
been second to none.’ 



Their remit was to build a stronger financial 
footing on which to keep moving forward and 
to develop TAPA’s engagement in regulatory 
affairs. Laurence’s recommendations were 
well received. The subsequent role of Business 
Manager soon grew into that of Executive 
Director to work with the Board and members 
of the Association to implement its policies 
and programmes throughout the EMEA 
region. 

Six months later, LBA International 
Consultancy, Laurence’s company, was also 
awarded a contract to act as TAPA EMEA’s 
Admin Team, supporting the day-to-day 
activities of the growing Association.

With the Board’s plans firmly established, all 
focus in recent years has been on delivering 
the best possible benefits to the Association’s 
members in EMEA and on supporting the 
important projects being developed and 
delivered by the various working groups 
focusing on TAPA’s Security Standards – the 
‘backbone’ of the Association, Training, and 
growing TAPA EMEA’s Incident Information 
Service, Membership and Conferences & 
Events. 

A significant change in 2015 saw TAPA bring 
its IIS service in-house, having previously been 
outsourced to a third-party provider. Laurence 
says: “This was a particularly important 

decision because it gave law enforcement 
agencies, insurers and members more 
confidence to share incident intelligence with 
us as an industry association with our own 
in-house cargo crime database, as opposed to 
sharing information with an external supplier 
or commercial entity. Our previous supplier 
didn’t do anything wrong, this was just a 
better, long-term solution for TAPA and our 
members.”

The list of TAPA EMEA’s other achievements 
over the last 13 years is too long to share but it 
includes everything from the regular revisions 
of the Association’s FSR and TSR Standards, 
the launch of self-certification for both – and, 
in the 2020 revisions, the introduction of FSR 
Multi-site certifications and a new Modular 
approach for TSR to protect supply chains 
using vans, hard-sided trailers, soft-sided 
trailers and transporting ocean containers 
by road. New IIS mapping tools have been 
introduced to show cargo theft incidents 
and improve secure route planning. Regional 
conferences in cargo crime ‘hotspots’ now 
complement the main TAPA EMEA Conference 
of the year. More training is being provided 
than ever before – for some 1,500 security 
professionals in 2020 – and courses are now 
available online, and with new video training 
being prepared for 2021. Incident intelligence 
is coming from more sources than ever before. 

Members now have access to a database of 
TAPA-approved secure truck parking sites, as 
part of the Association’s latest Parking Security 
Requirements. And, TAPA is now a highly-
respected and much in-demand Subject 
Matter Expert contributing to the security 
efforts of government ministries, regulators, 
policymakers and law enforcement bodies.       

How does Laurence Brown believe TAPA is 
now seen by such key partners? “They see us 
as experts in our field. Through our work with 
national regulators in countries like Germany, 
the Netherlands and the UK, as well as the 
European Union and the United Nations, 
we’ve proven that TAPA is the leading expert 
in security supply chain and that we’re not 
lobbyists. Now, when they have a matter 
associated with Supply Chain Security, they 
call TAPA and invite us to share our expertise. 
They see that we represent significant and 
influential companies but that we are not 
competitive or biased.”

For someone about to head off to pastures 
new, it’s clear Laurence Brown is just as 
motivated by TAPA’s future as he is by anything 
it has previously achieved under his watch. 

Having served as Executive Director through 
six BOD elections and rewritten TAPA EMEA’s 
Constitution three times in 13 years, he is 
confident the TAPA 2020 strategy the Board 
of Directors agreed to three years ago is 
delivering the springboard necessary to take 
the Association in the region to the next level.      

Most recently, as well as the historic decision 
to appoint Thorsten Neumann as TAPA EMEA’s 
first-ever President & CEO – having previously 
served as voluntary Chairman of the region 
since 2006, another big, significant change 
has been to replace EMEA’s BOD with a 
new Advisory Board. This also supports the 
evolution on TAPA EMEA from an Association 
focussing on cargo crime to one with the 
ambition to embrace all aspects of supply 
chain security and resilience.

‘Through our work with national regulators in countries 
like Germany, the Netherlands and the UK, as well as the 
European Union and the United Nations, we’ve proven 
that TAPA is the leading expert in security supply chain.’ 
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It’s the right direction, as far as Laurence Brown 
is concerned. 

“TAPA’s role as a supply chain resilience 
association is important because the 
landscape is changing. Risks are growing and 
becoming more diverse and Organised Crime 
Groups are developing in terms of their reach 
and sophistication. If you look at all the noise 
around supply chains at the peak of the COVID 
outbreak, and now all the emphasis on the 
security of vaccine shipments, it’s all about 
supply chain resilience and protecting the 
integrity of products. There is more awareness 
and appreciation than ever before that the 
consequences of one cargo theft can cause 
massive disruption.     

“The transition TAPA EMEA is on was approved 
by our members and set in motion three 
years ago. The concept is quite simple. To 
grow to an extent where we can keep pace 
with these risks, and offer the best support 
to our members, the Association in EMEA 
needs full-time leadership and a professional, 
sustainable model for the future. What TAPA 
EMEA achieved with a Board of volunteers was 
quite remarkable and is a great tribute to the 
individuals involved. They led the Association 
to a stage in its development where it was 
ready and able to make this step up.

“This is still a work in progress, but the 
foundation has been laid to build an even 
stronger and more effective membership 
association – and that’s the big thing. 
Whatever TAPA does in the future, it must 
always remember it is there to serve 
its members. They are the heart of the 
Association. The members, too, have to play 
an active part because the more they invest in 
being part of TAPA, the more benefits they will 
gain.”    

Calling TAPA EMEA’s transition a ‘natural 
evolution’, he says a lot can be learned from 
the lessons of other associations. “Many 

associations tend to start with volunteers 
because of their passion. The next, and often 
most difficult step, is to harness that passion 
and place it alongside a professional workforce 
to ensure the agendas they want reached are 
obtained. It’s a natural progression for trade 
associations to go on a journey of starting 
with volunteers, to then outsourcing activities 
to service companies, and to then transition 
to employ key members of skilled staff to 
accelerate the Association from its then solid 
base. This is a transition that only a successful 
Association can make.

“I think it’s wise and timely for TAPA globally 
to widen its horizons because, in addition to 
the known criminal threats, we could see some 
fundamental changes in the way supply chains 
operate post-COVID, and there will certainly be 
more cyber risks in the future too.”

It’s the ‘passion’ he refers to that Laurence sees 
as such a powerful tool in TAPA’s armoury. “I 
think that’s the real strength of TAPA EMEA, the 
passion of those key members. I am pleased to 
have helped put in place the structure so these 
people can get on with the job of keeping the 

Association fit-for-purpose and ready to face 
the supply chain challenges that lie ahead. In 
Thorsten, I think TAPA EMEA has a President & 
CEO with the vision for that.”  

While Laurence pursues new investigation 
service opportunities with his LBA associates, 
it’s far from a complete ‘farewell’ to TAPA. 
LBA will retain its important Admin role for 
TAPA EMEA, led by Shan McCarthy, to ensure 
a seamless continuity of their work behind 
the scenes which has supported the smooth 
running of the Association since 2009. This 
includes managing the administration of 
TAPA’s IIS and Security Standards programmes, 
coordinating its training schedules, and 
maintaining the EMEA website.  

The last words from Laurence are to 
acknowledge the support he has received over 
the last 13 years. 

“I have to begin by thanking my own team of 
Shan, Sara, Chelsea and Stacy Cain - who left 
us recently – for their hard work in maintaining 
the TAPA EMEA ‘back office’ . This has been 
so important in the delivery of the strategic 
objectives set by the Board and will remain a 
great asset supporting the next stage of the 
Association’s development.   

“Secondly, I want to acknowledge the Board 
members themselves. There are too many 
to mention them all by name but, without 
their support, it would have been even more 
challenging to deliver their programme of 
activities as the list grew year-on-year to take 
the Association to where it finds itself today. 
Thirdly, of course, I want to thank the TAPA 
EMEA members. We all know that with any 
Association, the more you invest personally, 
the more you gain in terms of value but, at the 
same time, we appreciate that everyone has 
their own day job to do. Without the continued 
engagement of those dedicated members 
to assist in the regional events, support our 
training programmes, provide incident data 
to IIS, or help in the development of the 
Standards and many more activities which are 
not always visible, the footprint of TAPA EMEA 
would not be so advanced.”  

Thank you, too, Laurence Brown. Your own 
personal contribution will never be forgotten. 
We wish you every success for the future. 

‘To grow to an extent where we can keep pace with 
these risks, and offer the best support to our members, 
the Association in EMEA needs full-time leadership and 
a professional, sustainable model for the future.’ 

‘It’s wise and timely for TAPA globally to widen its horizons because, in addition to the 
known criminal threats, we could see some fundamental changes in the way supply 
chains operate post-COVID, and there will certainly be more cyber risks in the future too.’
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A MAGNIFICENT 
MEMBERSHIP MILESTONE
A few days ago, I announced on 
LinkedIn that TAPA EMEA has achieved 
an incredible milestone of over 100 
new member companies and partners 
in 2020.

We can all be very proud and excited to 
hear this news because growth benefits 
us all. Aside from helping to increase our 
revenues to help fund new investments 
like our digital transformation, new 
members – Manufacturers, Logistics 
Service Providers, Security Service 
Providers, Insurers, Law Enforcement 
Agencies and other stakeholder partners 
– all bring new ideas, experiences and 
contacts into the TAPA Family. This is the 
greatest benefit of all. We are well over 
600 members in EMEA now – let’s aim 
for 100 more next year.

With supply chain resilience so high on 
the agenda of businesses across the 
globe we can expect this growth to 
continue in 2021. You can help us too by 
sharing our new membership brochure 
with your partners and suppliers via this 
link    

BUILDING THE TAPA BRAND WITH 
EMEA REGION STAKEHOLDERS 
Thorsten Neumann, President & CEO of TAPA for the Europe, 
Middle East & Africa (EMEA) region, shares the latest update 
on some of his and the Association’s latest activities aimed at 
accelerating TAPA EMEA’s growth, development and influence, 
and delivering more benefits to our growing membership…   

8 TAPA STANDARDS8 LEADERSHIP UPDATE

FAREWALL TO ONE OF  
THE ARCHITECT’S OF  
OUR SUCCESS
This month marks the end of an era  
for TAPA EMEA.

We are saying farewell to our Executive 
Director of the past 13 years, Laurence Brown, 
and he is going to be sadly missed. During his 
time in office, Laurence has been one of the 
architects of the growth and transformation 
of TAPA EMEA and his legacy will continue to 
underpin the next stage in our Association’s 
development.

Laurence has done as AMAZING job. He 
has been a great support to me personally 
and to our Boards of Directors and Working 
Groups over the last 13 years, making sure 
our ambitious and, sometimes, challenging 
agendas have always been achieved. He has 
been a trusted adviser to the EMEA BOD, always 
offering us sound advice and ensuring we 
meet our constitutional, legal and compliance 
responsibilities. We would not be where we are 
today without his knowledge and expertise.

He has also demonstrated the same passion 
for TAPA as the rest of the team who are 

so committed to continuing to build our 
presence in EMEA at all levels and to provide 
more benefits to our members. In his interview 
in this issue of Vigilant, he quite rightly points 
out that everything we do must be with our 
members’ best interests at heart. This is the 
ethos we carry into the future.

Laurence, on behalf of your many friends and 
contacts in the TAPA Family and beyond, we 
wish you every success for the future. Please 
don’t lose touch with TAPA. I hope you will see 
our great Association grow and achieve every 
goal we set and know you were a vital part of 
the team that has made this possible.                     

A MESSAGE OF SUPPORT
Many members have offered to give TAPA a 
testimonial message to show their support 
of our call for the alignment of TAPA’s Parking 
Security Requirements (PSR) with the European 
Commission’s EU Safe & Secure Truck Parking 
Areas (SSTPA) Standard. If this also makes sense 
to you, your support will be a big boost in our 
conversations with the Commission. You can send 
your statements of support to info@tapaemea.org  

https://www.tapa-global.org/fileadmin/public/downloads/Membership/TAPA_EMEA_invites_you_to_increase_the_resilience_of_your_supply_chain.pdf


ASSOCIATION ASSOCIATES 
Unlike some 
industry 
associations, 
TAPA 
EMEA never 
fears potential 
competition from 
partnering with other like-minded 
bodies. In fact, I actively encourage it.

There are many other extremely 
professional associations that we can 
and should engage with. In 2018, we 
worked alongside 12 other associations 
in Germany to identify the annual cost of 
cargo crime and, together, we established 
the cost to be €1.3 billion a year in 
Germany alone, plus a further €900 million 
in further damages such as penalties for 
delivery delays, the cost of replacing stolen 
goods, and the investment needed to 
repair damaged vehicles. This influential 
group estimated that cargo carried on 
26,000 trucks was being stolen annually.

The outcome of this collaboration was 
to gain the attention of the German 
government and law enforcement and we 
have continued to see benefits from these 
relationships ever since.

I am delighted to say that one of these 
partners - the Federal Association of Road 
Haulage Logistics and Waste Management 
(BGL) Ev – is now going to become a TAPA 
Associate Partner. We are delighted to 
welcome such an esteemed partner and 
look forward to working closely together 
to benefit our respective members and to 
accelerate our agendas. 

If you have other industry association 
contacts you feel I should reach out to, 
please let me know.  

WE’RE WANTED
I’ve had a busy month of media interviews and presentations as the 
world has started to consider the potential security risks to Covid vaccine 
supply chains. We’ve given interviews and background information 
to the Financial Times, the New York Times, The Sun daily newspaper in 
the UK, and transportation media in Europe. I was also delighted to 
be invited to address the Council of Europe’s Drugs Online & Precursors 
Meeting 2020 to increase its participants’ awareness of TAPA and the risks 
facing pharma supply chains. And, we’re continuing to participate in the 
EU Secure Parking Expert Group, contributing to another meeting this 
month. It’s nice to be so popular!   
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YOUR VOTE COUNTS 
Voting is now open for the TAPA EMEA Advisory Board elections and we have an outstanding 
group of candidates seeking your support. All members eligible to vote have been sent a link to do 
so – please take the time to consider our list of candidates and to cast your votes. In the link, each 
candidate provides a short statement to assist you in making your choices and, remember, you can 
select up to 4 candidates. Voting closes at 17.00hrs CET on 15 January 2021 and the results will be 
announced shortly afterwards. 

ENDING THE YEAR ON A HIGH
What a year 2020 has been… but thanks to the 
entire TAPA EMEA Family, and everyone working 
so hard behind the scenes, we close this historic 
year with a long list of records:    

•  Our highest ever membership of over 600 
companies and partners

•  More than 100 new members in 2020, our best 
annual growth ever 

•  More than 1,500 security professionals trained in 
the new FSR and TSR Standards, our highest ever 
total 

•  Our highest ever number of FSR and TSR 
certifications in EMEA 

•  PSR is now the most-adopted secure truck parking 
standard in EMEA

•  Our media coverage is at its highest  
level ever  

•  Our social media numbers have set a new record

AND, FINALLY…

I wish you, your families and friends a very happy, healthy, 
peaceful and secure Christmas, New Year and 2021. I hope you 
all get a well-deserved rest over the holiday. See you in 2021!

What a great platform 
for more growth in 
2021. Thank you all. 



GOING INTO 2021: SUPPLY CHAIN 
TRENDS YOU SHOULD KNOW

As the world begins to think about a 
‘new normal’ in the post-COVID business 
environment, TAPA Asia Pacific discusses 

some of the changes supply chains can 
expect to see in the year ahead…  

10 RISK MANAGEMENT

This year, Covid-19 has caught global 
supply chains off-guard and exposed many 
vulnerabilities in supply chain structures, 
operations, and systems. 

To keep business running, supply chains have 
adopted new processes and technologies to 
reduce costs and improve visibility. This article 
reviews some of the trends and predictions 
for 2021 as experts forecast an even stronger 
emphasis on supply chain management and 
security in boardrooms across the globe. 

Circular supply chains replace  
linear ones 
Experts see manufacturers looping their 
supply chains by breaking down their 
products and turning them back into the 
form of raw materials. This trend is fueled by 
stricter government regulations on waste 
disposal and recycling to encourage ‘green’ 
supply chains. While circular supply chains 
help companies to reduce wastage and go 
green, they also reduce raw materials costs 
which, in turn, reduces their risks against price 
volatility due to availability. Supply chains with 
sustainable operations will also gain incentives 
from governments and favor from consumers 
who are increasingly more concerned about 
the environmental impact of their buying 
decisions.

Highly integrated supply chains  
& networks
2021 will see more connected supply chains as 
companies build digital integrations with their 
suppliers, distributors, and third-party logistics 
providers (3PLs). As 3PLs offer both inbound 
and outbound freight management, many 
supply chain managers are partnering up to 
organize their supply chains by connecting 
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their 3PL-based technologies. Supply chains 
are also forming new partnerships with other 
businesses to adopt the latest digital solutions 
for greater visibility on delivery estimates 
and to reduce administrative work. With 
these integrations, businesses will overcome 
in-house limitations and can achieve greater 
supply chain visibility, shorter delivery times, 
and better customer service.

Adoption of Supply-Chain-as-a-
Service (SCaaS)
There is a growing trend of businesses 
adopting SCaaS or similar business models to 
outsource some of their operational activities 
like manufacturing, inventory management 
and logistics. Supply chain management 
teams will soon become smaller and more 
focused on making strategic decisions. 
Technology has also supported this trend 
and the evolution of management teams. 
For example, advanced digital control towers 
and cloud technology provide supply chain 
managers with an end-to-end view, with 
information available at their fingertips, 
reducing employee overheads as well as costs 
related to the maintenance and infrastructures 
required.

Elastic logistics as a priority
Covid-19 has taught us the importance of 
resilience and flexibility in supply chains to 
respond to market fluctuations. Many 
companies are now adopting a 
flexible approach to distribution 
and logistics that can allow them 
to easily adjust 
according 
to market 
changes. This 
trend is also 
driven by the 
emergence 
of advanced 
technologies 
like artificial 
intelligence 
that can adjust 
operations when 
needed without 
much disruption. 
Supply chains with ‘elastic logistics’ 

enjoy greater stability with their ability to 
adjust variables like container usage, sailing 
schedules and freight routes. 

Greater end-to-end transparency
Consumers and government authorities are 
scrutinizing supply chains and may soon 
demand more transparency about their 
practices and externalities, including social 
and environmental impact. During the 
pandemic, there has been a rise in supply 
chain crime, unethical sourcing and forced 
labor. As such, some companies have started 
providing reports on their operations and 
suppliers. Experts expect more visibility will 
be needed on the impact of supply chains on 
other societal aspects. It may soon become 
a mandatory corporate requirement across 
all industries to disclose a list of supply chain 
practices. Experts recommend supply chain 
managers build greater end-to-end visibility 
ready to address such concerns and which 
will help improve their company’s brand 
reputation. 

Power of IoT in supply chains
Companies are implementing more IoT 
devices to enhance operational efficiency and 
visibility through data capturing and analytics. 
One example is the usage of GPS sensors in 

delivery trucks 
to track live 

delivery 

updates. IoT technologies are also increasingly 
implemented in warehouses to improve 
visibility of production and inventory 
management. Data captured is being further 
analyzed by business intelligence software 
and other core business applications to help 
companies make data-driven decisions and 
predict future demands.

AI, AR, and VR automation

Today, many traditional systems and analytic 
tools are unable to deal with the complexity 
of interlinked processes along the supply 
chain. There is a rising adoption of artificial 
intelligence (AI) combined with machine 
learning into many areas such as logistics, 
warehouse management, and inventory 
management. Automation eliminates 
human errors and reduces long-term costs. 
Some companies are also looking into 
Augmented Reality (AR) and Virtual Reality 
(VR) technologies to predict product uses in 
realistic settings.

Business success in 2021 and beyond will 
require greater resilience and anticipation 
of future changes as well as of the risks 
these changes will bring to companies’ 
operating environments. With changes and 
improvements, supply chains are exposed to 
new and more types of risks, especially cyber 
risks to software and new technologies. While 
supply chain managers will continue to look 
to improve efficiency, it is necessary to keep in 
mind the security risks involved in each step. 

“Resilience is the key focus for TAPA  
and our members. As supply chain 
leaders, we are all constantly  

re-evaluating our processes, 
systems, and partners to improve 
security and minimize losses 
against future challenges. Moving 
into 2021, more than ever before, 
TAPA Security Standards will 
serve as the basis for supply chain 

security and resilience,” said Lina Li, 
Chairperson of TAPA Asia Pacific. 

For more information about TAPA Security 
Standards, companies in Asia Pacific should 
contact info@tapa-apac.org

http://info@tapa-apac.org
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TALK ABOUT BREXIT 
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Just a handful of days before the end of the 12-month transition 
period on 31 December, negotiators from both sides remain locked 
away in Brussels trying to reach agreement on the outstanding issues.

Four and-a-half years after 
Britain voted to leave the EU, the 
outcome of the final deal between 
the ‘divorcing’ parties is still not 
finalised. Just a handful of days 
before the end of the 12-month 
transition period on 31 December, 
negotiators from both sides 
remain locked away in Brussels 
trying to reach agreement on the 
outstanding issues.
Not altogether surprising considering no 
country has ever left the EU before – and as 
the EU is the UK’s largest trading partner, 
there’s plenty at stake. In 2019, UK exports 
to the EU were £294 billion or 43% of all UK 
exports. UK imports from the EU were £374 
billion, 52% of all UK imports.

So, such complex negotiations were bound 
to take time but this, of course, is little – or no 
– consolation for businesses expected to be 
fully prepared for whatever the final outcome 

is. In October’s Vigilant, TAPA EMEA’s Vice Chair, 
Jason Breakwell, shared his insight into the 
challenges facing supply chains operating 
between the UK and EU based on his own 
experience as a senior executive in the road 
transportation industry. In this second update, 
he makes no apologies for repeating some 
of his earlier advice due to its continuing 
importance…      

Whilst we still don’t know if a trading 
agreement will be reached between the EU 
and UK, we do know the outcome of the 
ongoing negotiations will not affect the new 
controls that will apply to the movement of 
goods from and to the UK. 

These are the facts:

•  Regardless of the final deal between the 
EU and UK, Customs controls will apply 
from 1 January 2021; 

•  In addition to Customs declarations for all 
goods exported and imported, there will 
be other new procedures which shippers 
and traders need to be ready for, including 
mandatory safety and security declarations 
and changes to Incoterms and VAT rules;

•  Similar controls will apply to movements 
between Great Britain and Northern 
Ireland from 1 January; 

•  Due to the very late formulation of 
requirements, ongoing trade negotiations 
and no EU-UK road haulage agreement so 
far, some of the services and systems are 
not yet tested or available for hauliers and 
traders to become familiarised with;

•  As a consequence, some traders and 
hauliers will not be ready, and some 
vehicles will need to stop at borders to 
complete or correct procedures. This 
could lead to congestion and, therefore, 
heightened security risks around ports.

As I stated previously, the UK is nearing the 
end of a 12-month transition period which was 
agreed in the UK-EU Withdrawal Agreement. 
During this transition, the UK is no longer 
a member of the EU but it continues to be 
subject to EU rules and remains a member 
of the single market and EU Customs Union. 
Once the transition period ends at 23:00 UK 
time on 31 December 2020, Customs controls 
will apply to UK and EU trade for the first time 
since the single market was introduced in 
January 1993. These controls will be phased in 
over a six-month period for shipments arriving 
in the UK. However, all new requirements will 
apply from 1 January for shipments from the 
UK to all 27 EU member states and also to 
Northern Ireland. 

In October’s Vigilant I explained some of 
the new procedures that manufacturers, 
hauliers, logistics providers and traders need 
to be ready for. In the meantime, the UK 
government has published more guidance to 
help industry prepare including:

•  The Border Operating Model, with 
an updated version expected during 
December

•  Check what declarations need to be made

•  Check if you need to make an Entry 
Summary Declaration 

•  Guidance for haulage companies and 
commercial drivers

However, the scale and complexity of the 
changes should not be underestimated. An 
Institute for Government report published in 
the UK last month found business readiness 
is the biggest problem for the end of 2020, 
with the Covid crisis leaving many firms less 
prepared than last year. 

Jason Breakwell, Vice Chair of TAPA EMEA.
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https://www.tapa-global.org/fileadmin/public/downloads/vigilant/2020/October_2020/TAPA_Vigilant_e-Magazine_-_October_2020_Issue.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/925140/BordersOpModel.pdf
https://www.gov.uk/guidance/check-what-declarations-need-to-be-made-for-goods-you-bring-or-receive-into-the-uk-from-1-january-2021
https://www.gov.uk/guidance/check-if-you-need-to-make-an-entry-summary-declaration
https://www.gov.uk/guidance/check-if-you-need-to-make-an-entry-summary-declaration
https://www.gov.uk/guidance/transporting-goods-between-great-britain-and-the-eu-from-1-january-2021-guidance-for-hauliers
https://www.gov.uk/guidance/transporting-goods-between-great-britain-and-the-eu-from-1-january-2021-guidance-for-hauliers


‘If you or your logistics partners have access to NCTS (New 
Computerised Transit System), I recommend you move goods in and 
out of the UK under Transit to minimise friction at UK borders.’ 

15WHAT HAPPENS NOW?

CONTINUED ON PAGE 16 >

There is only so much the government can 
do alone to prepare; businesses too need to 
be ready for new trading conditions and to 
comply with new checks and regulations.

Yet, the British government’s own figures paint 
a worrying picture of just how few businesses 
are even aware of the changes coming their 
way, let alone prepared for them. As late as 
October, a third of small businesses believed 
that the transition period would be extended, 
despite the deadline for any extension having 
passed in June. The economic damage 
wrought by coronavirus has robbed many 
of the bandwidth, and cash, to do what is 
needed. The government’s SUMMARY 6 
communication campaign has so far proved 
ineffective, until recently focusing too heavily 
on selling the opportunities of Brexit rather 
than driving the actions that are needed to 
prepare for new red tape from January – deal 
or no deal.

And last week, a UK House of Lords committee 
wrote to Michael Gove, Minister to the Cabinet 
Office, to say it was “not confident that all 
necessary technological, physical and welfare 
arrangements will be in place in time to avoid 
or mitigate disruption”. It raised concerns 
voiced by software experts that some key 
Customs systems are only going live at the 
end of the month while others are still in 
development and testing. In the letter, Sandip 
Verma, chair of the EU Goods Sub-committee, 
criticised the “default expectation” of the 
government “that everything will be ready,” 
which is “reflected in the worrying lack of 
contingency preparations,” including failure 
to get all traders ready, including SMEs that 
cannot afford customs agents.

The UK will remain in the CTC (Common Transit 
Convention). If you or your logistics partners 
have access to NCTS (New Computerised 
Transit System), I recommend you move goods 
in and out of the UK under Transit to minimise 
friction at UK borders. I also recommend 
you appoint customs agents on both sides 
of the UK border in case you need support 
with Customs entries or safety and security 
declarations. 

Hauliers driving to the EU through the busy 
Kent ports of Dover and Folkestone will require 
a Kent Access Permit for each truck movement 
to help manage traffic flows and minimise 
congestion on the M2 and M20 motorways. 
Any truck arriving in Kent without a permit will 
risk a £300 penalty. 

According to the UK Department for Transport, 
permits should now be available via the  
GOV.UK website, a service which commenced 
on 14 December 2020.

The UK government will phase in Goods 
Vehicle Movement Service (GVMS) during 
2021. The first phase will involve Transit 
movements to the UK and all movements to 
Northern Ireland. Whilst not all UK ports will 
adopt GVMS, hauliers should register as soon 
as possible. They will need a UK Government 
Gateway ID and GB EORI number to complete 
the registration. 

GVMS is expected to go live on 23 December. 

Hauliers will need to register for access to 
services in EU countries such as Logistics 
Envelope in France, PBN in Ireland, Portbase 
in the Netherlands and RXSeaport in Belgium. 
Links to these services are in my October 
article. 

Eurotunnel and ferry operators will require 
proof of Customs declarations in advance of 
check-in to reduce the risk of delays at borders. 

Traders may need professional advice on 
Incoterms (international commercial terms). If 
you are buying on DDP (Delivered Duty Paid) 
terms, the supplier is actually the importer 
and as well as the export Customs entry, the 
supplier will be responsible for arranging the 
import Customs entry and paying any import 
taxes. To do that, they’ll need an EORI number 
and a VAT number in the buyer’s country. There 
is an alternative version of DDP whereby the 
seller uses an agent in the buyer’s country and 
the buyer is responsible for import VAT only. Or 
you may want to consider DAP (Delivered at 
Place) Incoterms. 

If you buy Ex Works (EXW), you or your 
logistics partner are responsible for arranging 
the export Customs entry out of the seller’s 
country as well as the import Customs entry. 
A better option to EXW might be FCA (Free 
Carrier). Incoterms are certainly not simple and 
if you’re unfamiliar with them, I recommend 
you seek professional advice to find the most 
suitable terms for you and ensure tax liabilities 
are fully understood. Also, please note that 
the UK is offering traders the option to defer 
import Customs entries for the first six months 
of 2021 but these entries must eventually be 
declared. 

https://www.tapa-global.org/fileadmin/public/downloads/vigilant/2020/October_2020/TAPA_Vigilant_e-Magazine_-_October_2020_Issue.pdf


‘During November and December, long queues of trucks have occurred on the approaches to Calais due 
to a combination of extremely high volumes, bad weather and sporadic capacity reductions. During 
some periods, all safe zones were fully booked and long lines of slow moving trucks were exposed to the 
risk of cargo theft and migrant incursions.’  

16 BREXIT UPDATE

There are some potential security 
risks to be prepared for, before and 
after the end of the transition period 
on 31 December 2020:

•  Any truck arriving at a border without 
correct or complete declarations will need 
to wait whilst any irregularities are fixed. 
This could cause congestion in port areas 
and, in worst case, queues of trucks on 
access roads, especially in Kent. Drivers 
may not be able to reach planned safe 
zones if they are delayed by unexpected 
Customs problems. Drivers may need 
to park until correct declarations have 
been made and this could reduce parking 
capacity in the few safe zones available to 
drivers on routes towards ports in the EU 
and UK; 

•  All trucks leaving the UK via Dover and 
Folkestone should not enter Kent without 
a permit. You need to ask your haulier 
where their trucks will park whilst waiting 
to obtain the permit and also be aware 
that Kent Police will stop trucks that don’t 
have a permit. 

•  Similarly, all trucks moving in and out of 
the UK will eventually need a GMR (Goods 
Movement Reference) and they will not 
be permitted to cross borders until they 
have a GMR. The best practise is to ensure 
all Customs, safety/security (and sanitary 
if applicable) declarations are made in 
advance of arrival at the border. This will 
enable trucks to access the green channel 
and bypass potential queues; 

•  In anticipation of congestion around the short 
sea terminals at Calais, Dover and Folkestone, 
some traders are already recommending or 
even mandating use of longer ferry routes, 
for example across the North Sea or from/to 
ports in north west France.

•  It’s important to note the ports of Calais 
and Dover and Eurotunnel have confirmed 
they are fully prepared and don’t expect 
delays. However, if you will be using 
alternative routings, you need to assess 
risks on these routes and plan a back-up 
in case your truck misses a booked ferry. 
Most of the longer ferry routes are only 
operated once or twice per day and there 
is extremely high demand for capacity, 
especially for driver accompanied services 
which have capacity restrictions due to 
Covid-19 and may need to be booked at 
least two weeks in advance;   

•  During November and December, long 
queues of trucks have occurred on the 
approaches to Calais due to a combination 
of extremely high volumes, bad weather 
and sporadic capacity reductions. During 
some periods, all safe zones were fully 
booked and long lines of slow moving 
trucks were exposed to the risk of cargo 
theft and migrant incursions;  

•  Due to the uncertainty surrounding the 
final EU-UK trade deal, exporters and 
importers have increased trade volumes, 
especially into the UK, and this has resulted 
in extremely high demand for transport 
capacity and the risk of subcontracting 
pyramids. There is anecdotal evidence of 

some hauliers and drivers expressing a 
reluctance to drive to the UK in 2021 and 
this could also force buyers to look for new 
and untested sources; 

•  Carriers (hauliers) will be responsible for 
the Safety and Security declarations that 
will be necessary next year. You may need 
to implement contractual agreements 
covering the exchange of data and also 
liability in case of false or incomplete 
declarations that could result in demurrage 
and Customs penalties. You will also need 
to provide more details of cargo loads 
which could be shared with third parties 
such as Customs agents, and which will 
require an enhanced approach to data 
protection; 

•  Customs controls can result in higher levels 
of criminal activity, for example fraudulent 
declarations and smuggling. 

For any businesses conducting trade or 
providing transportation services for goods 
between the UK and EU, 2020 could not have 
presented more of a ‘double whammy’. We all 
hope the worst days of the virus are behind us 
but the impact of Brexit is set to run and run.    



INTERPOL ECHOES TAPA’S WARNING OF
SUPPLY CHAIN SECURITY RISKS TO COVID
VACCINE DISTRIBUTION
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The first doses of coronavirus vaccine were only administered to 
patients in the United Kingdom on 8 December but already Interpol, the 
international police organization, has issued a global alert to all of its 
194-member countries to warn of cyber threats to vaccine supply chains.

It has warned governments and citizens 
to prepare for organized crime networks 
targeting vaccines both physically and online.

There has already been an uptick in global 
cybercrime due to the increased time 
consumers are spending online due to 
national lockdowns and work-from-home 
directives around the world to reduce the 
spread of the virus. Intelligence shared by 
Interpol’s Cybercrime Unit showed that more 
than half of the 3,000 pharmacy websites 
suspected of selling illicit medication 
contained cyber threats, especially malware 
and phishing. IBM has also uncovered global 
phishing campaigns spoofing as a qualified 
cold chain service provider to try to trick their 
intended targets into making purchases and 
sharing their personal data.

Besides the rise of online crimes related to 
Covid, the police organization also raised 
its concerns over the security and safety of 

vaccine supply chains. 
Pharma supply chains 
may become a prime 
target as criminals attempt 
to intercept shipments 
and steal in-demand 
Covid-related products, 
especially vaccine and virus testing kits. 
“Ensuring the safety of the supply chain and 
identifying illicit websites selling fake products 
will be essential,” Interpol stated.

It reinforced TAPA EMEA’s statement made 
last month that it is critical for pharma supply 
chains to secure storage, transportation 
and delivery of cargo shipments to not only 
safeguard against theft, but to also avoid 
contamination of these highly-sensitive, 
temperature-controlled cargoes. Supply chains 
are required to store doses of the vaccine at 
extremely low temperatures (-70°) to protect 
their effectiveness. 

If criminal attacks do occur, this strictly 
regulated environment may be disrupted and 
vaccines contaminated, even if the offenders 
fail to remove any of the product. This could 
result in the need to destroy ‘spoilt’ vaccines, 
not only slowing the distribution process to 
patients but also adding significant additional 
logistics costs and, no doubt, penalties served 
by regulatory bodies.

Lina Li, Chairperson of TAPA Asia Pacific, said: 
“TAPA Security Standards cover the security 
aspects for warehousing, trucking and 
parking to safeguard cargo as it moves along 
the entire supply chain. Pharma members 
and their LSPs which have yet to adopt 
TAPA Standards should now be looking to 
upgrade their security levels by implementing 
additional security programs to protect their 
cargo deliveries, including stricter checking 
procedures, increased surveillance and 
tracking, and staff training.”

Interpol highlighted the need for coordination 
between law enforcement agencies and health 
regulatory bodies to protect the safety of 
individuals and the wellbeing of communities. 
TAPA is working continuously with law 
enforcement agencies to share cargo crime 
data through its Incident Information Service 
(IIS). Any members with security incident 
intelligence relating to the vaccine distribution 
are encouraged to share this information with 
TAPA’s IIS to provide timely crime alerts to all 
members during this crucial period.

Lina Li,  
Chairperson of  
TAPA Asia Pacific

https://www.interpol.int/en/News-and-Events/News/2020/INTERPOL-warns-of-organized-crime-threat-to-COVID-19-vaccines
https://securityintelligence.com/posts/ibm-uncovers-global-phishing-covid-19-vaccine-cold-chain/
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EUROPE, MIDDLE EAST & AFRICA REGION

 Austria 1 (1.0%)

 Belgium 1 (1.0%)

 Denmark 2 (2.0%)

 France 8 (8.1%)

 Germany 17 (17.2%)

 Ireland 1 (1.0%)

 Italy 8 (8.1%)

 Netherlands 2 (2.0%)

 Russia 1 (1.0%) 

 South Africa 19 (19.2%)

 Spain  4 (4.0%)

 Sweden 3 (3.0%)  

 Turkey 2 (2.0%)

 Ukraine 1 (1.0%)

 United Kingdom 28 (28.4%)

 Zimbabwe 1 (1.0%)

CARGO CRIME MONITOR
CARGO THEFT  
BY COUNTRY
NOVEMBER 2020

NOVEMBER 
2020

15
Number of TAPA IIS 
product categories 
recording losses in  

November 2020

€6,779,088
Total loss for the 23 or 23.2% 

of crimes stating a value 

€1,302,618
Average loss for the 5 recorded cargo thefts with a value of €100,000 or more 
reported to TAPA’s Incident Information Service (IIS) in November 2020

28

1

1

1

8

1

1

1

8

4

2

2

3

2

17

19
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19RECORDED INCIDENTS - NOVEMBER 2020  

MODUS OPERANDI USED IN LATEST CARGO THEFTS: 

Intrusion 52 (52.5%)

Unknown 21 (21.2%)

Violent & Threat with Violence 16 (16.2%)

Forced Stop 6 (6.1%)

Internal 3 (3.0%)

Deception Other 1 (1.0%)

5 – Number of major incidents with a loss value over €100k

   36.4%
Or 36 of the recorded incidents took 

place in Unclassified Parking Locations 

€294,742    AVERAGE LOSS VALUE  
IN NOVEMBER 2020 

99
Number of new cargo crimes 

recorded by TAPA’s IIS in  
November 2020 

€5,578,744
Biggest single loss -  
The theft of a trailer loaded 
with a shipment of phones 

in Crick in the United 
Kingdom on 10 November  

Number of countries  
in EMEA reporting incidents

16

Unclassified Parking Location ........................36 (36.4%)
Unknown ...................................................................................33 (33.3%)
Destination Facility .......................................................17 (17.2%)
En Route..............................................................................................8 (8.1%)
Origin Facility ...............................................................................3 (3.0%)
Road Transportation Facility .....................................1 (1.0%)
Services 3rd Party Facility .............................................1 (1.0%)

LOCATION  
TYPE

Theft from Vehicle ..........................................................36 (36.4%)
Hijacking ....................................................................................19 (19.2%)
Theft of Trailer .............................................................................9 (9.0%)
Theft of Vehicle ..........................................................................8 (8.1%)
Theft from Facility ..................................................................8 (8.1%)
Robbery ...............................................................................................8 (8.1%)
Theft from Trailer .....................................................................5 (5.1%)
Theft .........................................................................................................2 (2.0%)
Truck Theft .......................................................................................2 (2.0%)
Theft from Container..........................................................1 (1.0%)
Clandestine .....................................................................................1 (1.0%)

INCIDENT  
CATEGORY

2 Crimes in EMEA recorded a loss  
value of between €50,000 & €100,000 
worth a combined €104,490  



TAPA’s Incident Information 
Service (IIS) has so far been 
notified of cargo thefts in 16 
countries in the Europe, Middle 
East & Africa (EMEA) region in 
November.
With incident reports still being received for 
last month, the total of 99 crimes already 
identified as Vigilant went to press had already 
produced a total loss of €6,779,088 for the 23 
or 23.2% of cases sharing financial data or an 
average of €294,742 per crime. 

The average loss for the five major cargo thefts 
last month with a value of €100,000 or more 
was substantially higher at €1,302,618.   

One incident accounted for over 70% of 
November’s loss total; the forced stop and 
theft of a trailer carrying a shipment of phones 
at an unclassified parking location on the A428 
in Crick, Northamptonshire, in the UK, on 10 
November.

According to intelligence shared with TAPA’s 
IIS, after stopping the vehicle, offenders tied 
up the driver and security guard passenger 
before moving the truck to another location in 
the same village, where the trailer was hooked 
up to the criminals’ own tractor unit and driven 
away. Forty-eight pallets of phones where 
stolen in the attack with a reported value of 
€5,578,744. The driver and guard were later 
released and police officers eventually found 
the truck in Lutterworth, Warwickshire, where 
detectives believe the offenders transferred 
the cargo to a third vehicle.

The four other major cargo thefts recorded in 
November were:

€500,000

Another theft of phones, this 
incident recorded at a Services 
3rd Party Facility in Madrid, 
Spain, on 16 November involved 
an Internal modus operandi, as 
referenced in last month’s Vigilant. 
Five members of staff were arrested 

for stealing phones from the facility after the 
company’s security team became suspicious 
that thefts were taking place following 
discrepancies in the weight of loads delivered 
to customers. An internal investigation was 
launched, which included placing covert 
cameras in the warehouse. The camera 
footage showed the suspects stealing phones 
and IMEI numbers to hinder any investigation. 
The incident reports stated that the thefts are 
believed to have been going on for some time 
due to the estimated value of the loss.

€200,000

In Montebelluna in 
Veneto, Italy, on 10 
November, thieves 
stole a large quantity 
of sports equipment and clothing from a 
Destination Facility after disabling the alarm 
and forcing open an emergency exit door. 
Law enforcement officers located a stolen van 
around 2km south of the facility in Trevignano 
following the incident. Some of the stolen 
items were found in the van. The remainder of 
the cargo is still missing.

€134,349

A trailer loaded with 
frozen fish was stolen 
by two offenders in Padborg, Denmark, on 
14 November but police were able to find 
and arrest the suspects as they were about to 
reload the stolen cargo into another vehicle.

€100,000

Offenders forced open a door to gain entry to 
a warehouse facility on an industrial estate in 
Pontedera in Tuscany, Italy, on 12 November, 
causing an alarm to sound. A contracted 
security company attended the scene but 
did not notice anything suspicious. Once the 
security patrol had left, the offenders loaded 
a consignment of luxury designer shoes into 
their vehicle and escaped. The incident was 
captured on the security cameras of a 
neighbouring facility although the 
victims only noticed the theft 
from their facility when 
they attended work the 
next morning.

REPORTS STILL COMING IN … BUT NOVEMBER
CARGO THEFTS ALREADY ACCOUNT FOR OVER
€6.7 MILLION OF PRODUCT LOSSES IN 16
COUTRIES ACROSS EMEA
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Two further losses gave a value of between 
€50-100K last month: 

•  €54,490 – a shipment of Abalones stolen in 
a truck hijacking in Cape Town, South Africa 
on 11 November

•  €50,000 – 100 wheels of 
cheese taken from an Origin 
Facility in Valestra, Italy, on  
16 November  

Of the 16 countries reporting cargo crimes to 
TAPA EMEA’s IIS last month, only three have 
recorded double-digit incident rates based 
on intelligence received to date:

• United Kingdom – 28 incidents

• South Africa – 19 

• Germany – 17 

Goods were stolen in 15 TAPA IIS product 
categories. The top six known product types 
were:

•  Food & Drink – 15 incidents or 15.2% of the 
November total

• Tobacco – 7 (7.1%)

• Phones – 7 (7.1%)

• Cash – 5 (5.1%)

•  Furniture/Household Appliances & Clothing 
& Footwear – both 4 (4%)

Attacks of trucks remained the most common 
types of cargo crime, led by the 36 or 36.4% of 
incidents recorded as Theft from Vehicle and 
followed by  

• Hijacking – 19 (19.2%)

• Theft of Trailer – 9 (9.0%)

• Theft of Vehicle – 8 (8.1%)

Although TAPA’s IIS recorded only eight Theft 
from Facility crimes in November, 8.1% of the 
total crimes, criminal attacks on facilities are 
believed to be increasing in the EMEA region. 

Unclassified Parking Location continued to be 
the type of location recorded in most cargo 
thefts in EMEA. Last month, it accounted for 
36 or 36.4% of crimes. The only other known 
location to see a double-digit loss rate was 
Destination Facility with 17, 17.2% of all 
crimes. TAPA was also notified of 16 incidents 
with the Violent and Threat with Violence M.O.    

Other crimes highlighted in November’s IIS 
data included: 

•  Thieves used an SUV to ram 
the factory doors of a facility 
in Villastanza in Italy on 
4 November. After 
triggering the 
building’s alarm 
system, they 
quickly loaded a shipment 
of luxury shoes into two SUVs. A contracted 
private security patrol arrived quickly at the 
scene but the offenders used one of their 
SUVs to ram the security vehicle in order to 
get away, using a van to block the road to 
aid their escape. The loss value is estimated 
at tens of thousands of Euros. 

•  On 10 November in Midrand in South 
Africa’s Gauteng province, two trucks 
transporting thousands of mobile phones 
were travelling in convoy when they were 
intercepted by a cargo theft gang travelling 
in three cars. The gang hijacked the trucks 
and fled the scene. Police were immediately 
alerted to the incident and soon located 
one of the missing vehicles nearby where 
offenders were in the process of unloading 
the truck. The suspects ran off but police 
recovered the truck and its cargo as well as 
one of the offenders’ vehicles, a false set of 
registration plates, GPS jamming devices 
and the magazine from an R5 rifle. Police 
officers later intercepted a van with three 
other offenders onboard, one of whom was 
shot and killed and another wounded as 

they tried to escape. A number of the stolen 
phones were recovered from the van. 

•  In Bekkersdal in South Africa’s Gauteng 
province, an armed gang of 18 attackers in 
six cars rammed a cash-in-transit vehicle 
on 10 November, forcing it to stop, before 
opening fire on the truck and its escort 
vehicle, fatally shooting a security guard. 
An innocent female passer-by was also 
tragically killed in the gunfight before the 
gang used explosives to remove the CIT 
vehicle’s doors to steal the cash inside. 

•  On 11 November, four masked 
offenders carrying firearms 
forced a truck driver to stop at 
a junction in Margherita di 
Savoia in Italy. After removing 
the driver from his cab, 
they fled with the vehicle 
and its cargo of toys and 
Christmas decorations. 
However, the driver soon raised 
the alarm and a police search of the area 
found the abandoned truck and cargo 
hidden in a rural barn near Canosa di Puglia.

•  In another incident in Italy - on 17 
November – a gang of around 10 offenders 
travelling in seven vehicles targeted a 
facility in Bresso, Lombardy. During the 
hours of darkness, they used a a van to 
smash through a door and stole several 
boxes of phones. The gang reportedly used 
six vehicles to block approach roads to the 
facility and spread hundreds of multi-spiked 
nails on the roads to hinder any security or 
police response. The gang then escaped on 
the nearby A-4 motorway.

•  On 18 November in Salzbergen, Germany, 
at least 13 trailers were damaged by cargo 
thieves at a truck stop. They slashed the 
tarpaulin curtains of the vehicles before 
stealing pallets of clothing from one of the 
vehicles. 
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•  A lorry driver attempting to make a delivery 
to a Destination Facility in London, UK, 
on 20 November found his vehicle’s route 
blocked by a car. The occupants made 
out that the vehicle had stalled. The 
driver eventually got out of his vehicle to 
investigate and the car drove off but, in the 
meantime, another offender had gained 
access to the rear of the truck to try to steal 
the goods inside but left empty-handed. 

•  A truck driver parked on an industrial estate 
in Milton Keynes in the UK, waiting to 
unload his trailer of electronics products, 
was subjected to a violent hijacking on 25 
November. Four men smashed the vehicle’s 
cab window and hijacked the truck before 
forcing the driver at knifepoint to move the 
vehicle to another location. Once there, 
the offenders unloaded the majority of the 
cargo into a van and unhitched the driver’s 
truck from the trailer. He was then told to 
drive to a rest area on the A5 near Little 
Brickhill in Buckinghamshire, where they 
forced the driver into nearby woods before 
torching the truck, causing it to explode in 
flames.

•  On 28 November, three offenders 
were arrested in Fredericia, 
Denmark, as they were loading 33 
pallets containing 15,000 bottles of 
Italian wine from a stolen trailer onto a 
Lithuanian-registered vehicle. 

•  Police arrested three men 
for impersonating officers and 
attempting to hijack a truck following a 
chase from Kempton Park to Thembisa 
in South Africa. Police in Kempton Park 
noticed a white VW Polo sedan, thought to 

be an unmarked police vehicle, and three 
men in Gauteng Traffic Police uniforms 
struggling with a man. The officers stopped 
to investigate, at which point the truck 
driver screamed that he was being hijacked. 
The trio of offenders jumped into the VW 
sedan and fled the scene.

•  Police used geolocators to find a stolen 
vehicle and miscellaneous goods in Vitry-
sur-Seine, France. Two suspects were also 
arrested after police found some of the 
stolen products in their homes. 

•  Over three nights at the end of 
November, an offender was able 
to return to a warehouse 
facility in Great Blakenham, 
Suffolk, in the UK and steal 
consignments of 
toys and homeware 
items.  

And, finally, a reminder of the risks 
truck drivers continue to face from migrant 
intrusion. On 19 November, French police 
had to use tear gas to prevent around 500 
migrants from trying to board trucks in 
Coquelles near Calais in Northern France. This 
is one of several reports of similar incidents 
reported by media sources in recent weeks.

WELCOME 
TO OUR NEW 
MEMBERS

Please join us in welcoming the latest members to join TAPA EMEA…
Company Country Website
TT Club Mutual Insurance Limited UK www.ttclub.com
Dynagroup B.V. NL www.dynagroup.nl
TV Pegasus Martin BE www.katoennatie.com
Goldstar Heathrow Ltd UK www.goldstarheathrow.com
DHL Parcel Iberia ES www.dhl.com
Campbell Carriers Ltd IE www.campbellcarriersltd.ie
Hütter Spedition und Logistik GmbH DE www.huetter-spedition.de
Sachs Trans International Sp. z o.o. PL www.sachstrans.pl
TDL (Cooltrans) BE www.tdlgroup.be
Incognito Security Ltd UK www.incognitosecurity.co.uk
FM Česká s.r.o. CZ www.fmlogistic.cz
THG (The Hut Group) UK www.thg.com  

Please join us in welcoming the latest members to join TAPA APAC...
Company Country Website
Pantos Logistics Singapore Pte Ltd Singapore www.pantos.com/en/main.do?lang=en
UNIS Century (Tianjin) Logistics Co., Ltd. China www.uniswl.com/

PRODUCT CATEGORY No %

Miscellaneous 26 26.3%

Unspecified 16 16.2%

Food & Drink 15 15.2%

Tobacco 7 7.1%

Phones 7 7.1%

Cash 5 5.1%

Furniture/Household Appliances 4 4.0%

Clothing & Footwear 4 4.0%

Cosmetics & Hygiene 3 3.0%

Tyres 2 2.0%

Tools/Building Materials 2 2.0%

Sports Equipment 2 2.0%

No Load (Theft of truck and/or trailer) 2 2.0%

Computers/Laptops 1  (1.0%)

Bicycles 1 (1.0%)

Metal 1 (1.0%)

Toys/Games 1 (1.0%)
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WILL MACHINE LEARNING AND AI
TECHNOLOGY LEAD TO SMARTER AND
MORE SECURE WAREHOUSING IN 2021? 

23ACCELERATING AUTOMATION

Warehouse automation, boosted 
by machine learning and AI 
technologies, are bound to 
become an even hotter topic for 
discussion in 2021, accelerated 
by the lessons of 2020 and the 
impact of Covid-19, and their will 
be a host of security benefits and 
challenges to consider too.
TAPA Asia Pacific reports: ‘Warehouse and 
logistics service providers are facing great 
pressure to lower operational cost and stay 
flexible in responding to changing demands 
and market forces. Even within supply chains, 
companies are increasingly requesting real-
time information on production timelines and 
delivery status. On top of that, manufacturers 
and distributors are taking on more types 
of products due to increased demand from 
consumers. This adds further pressure on 
warehouses to manage production and 
packing lines more effectively for smaller 
quantity runs with differentiated items.’ 

To stay ahead of the competition, companies 
are expected to seek new solutions based on 
smart technologies to increase efficiency and 
improve delivery times through automation. 
The next game-changer in the race to optimize 
warehouse operations and production lines 
could be Machine Learning and Artificial 
Intelligence (AI) technology, the Association 
says. 

According to McKinsey research, AI has the 
potential to create an annual value between 
$3.5 trillion and $5.8 trillion, however only 20% 
of AI-aware businesses are currently using it in 
their core business processes or at scale. The 
Warehousing Education & Research Council 
(WERC) also foresees an increasing investment 
in automated warehouse systems, primarily 
focusing on increasing productivity. 

Machine Learning technology stems from 
the basis of making computers see and 
understand the same way a human does. 
Thereafter, AI can then be used to analyze the 
vision data to trigger a predefined action. The 
goal of AI automation is to provide intelligent 

insight to run warehouse operations smoothly 
while reducing repetitive manual work 
and improving productivity and accuracy. 
Businesses can consider getting started with 
Machine Learning and AI through low-cost 
developer starter kits. These starter kits are 
designed as an integrated hardware and 
software solution that provides an ideal 
starting point to quickly deploy machine 
learning models for further exploration 
without disruption to existing systems.

Warehouse operations can be broken 
down into individual tasks to benefit from 
AI technologies. The more proficient a 
warehouse is at handling each of these 
operational tasks, the more efficient and 
profitable the business will be, TAPA APAC 
states: 

•  Receiving and Storing: Automation for 
scanning and data entry for inventory 
management reduces manual work and 
allows staff to prioritize other tasks. Machine 
Learning and beaconing equipped forklifts 
remove human errors during the receiving 
and storing process. 

•  Picking and Packing: Robots can be 
equipped with machine vision to pick 
up parts and place them onto assembly 
lines for packing. Data can be recorded in 
software as the robot scans the box content 

via a barcode. AI can further identify 
the best pick-up point and placement 
orientation to speed up the packing process 
which, in turn, maximizes packing volume.

•  Shipping: During palletization, Machine 
Learning and AI can be used simultaneously 
to audit and validate each order for 
correctness. This process is often plagued 
with human errors and automation will 
improve accuracy and fulfilment traceability 
to achieve more gains in profitability. 

•  Safety and Security: Machine vision can 
verify the identity of delivery personnel for 
distribution and approved staff for entry 
into unauthorized areas. Similarly, trip spots 
and slick points can be identified to improve 
security and safety of warehouses.

‘Utilizing Machine Learning and AI can have 
substantial return on investment when 
correctly deployed. Through automation, 
warehouses can eliminate existing failure 
points and capture operational data to 
improve overall productivity and security. 
As supply chains embrace and invest in new 
technologies, warehouse operators and 
distributors need to be at the forefront of 
these technologies to stay competitive with 
better services, security, and lower costs,” the 
regional association commented.  
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STANDARDS FAQs #40
A monthly update by TAPA EMEA's Standards Lead, Mark 
Gruentjes, and Executive Director Standards, Steve McHugh  
After receiving a steady stream of questions about TAPA’s Security Standards from Audit Bodies and 
our members, we feel it will be beneficial to share some of the questions received and the responses 
given by the TAPA EMEA Standards Team. We aim to cover 3-5 questions in Vigilant each month. Steve McHughMark Gruentjes

2021 will be another landmark year for TAPA’s Security Standards as we can confidently 
predict demand for, and use of, our Standards will continue to grow beyond the 
record level of certifications we have already achieved. With supply chain leaders 
increasingly focusing on resilience and efficiencies, it’s good to know that TAPA 
Standards are proven to help in both of these critical areas of business. In last month’s 
FAQs we focused on our Parking Security Requirements (PSR) Standard which has been 
available in the EMEA region for the last 2 years. In this issue, we will explore some 
more of the TAPA Standards questions which have caused debate and differing views 
even among the experts!

If you would like to raise a new topic for discussion or ask questions about one of our 
published responses, please contact us via this link

Question 1. 
TSR: Why aren’t mobile tracking devices 
allowed to be used on TSR Level 1 trucks?

Answer: We do not exclude the use 
of mobile tracking devices, but our 
preference is for fixed installations because 
they provide the most confidence in the 
tracking sytem to meet the requirements 
during normal operations and in the event 
of an emergency. 

The fixed or mobile tracking devices 
must be fit for purpose. Other associated 
requirements, such as back-up battery, 
fitting in a covert location (not under 
the seat), anti-tampering, reporting rate 
changes, related procedures etc., all need 
to be compliant to the relevant sections of 
the TSR Standard and cannot be waived 
or judged as not applicable due to the 
limitations of a mobile tracking solution.

Question 2. 
FSR/TSR: I attended and passed the exam for 
TAPA Standards and am now considered to 
be a TAPA Authorised Auditor. Why can I not 
audit other companies who are seeking TAPA 
self-certification status? 

Answer: Excluding Independent Audit Bodies 
(IABs), any participant of a TAPA training 
course who also passes the exam is considered 
to be designated as an LSP (Logistics Service 
Provider) Authorised Auditor for the company 
they work for. This ensures the company has 
a competent person in place to help prepare 
for audits, advise their company on the 
Standard/s and maintain compliance. TAPA 
does not support LSP auditors completing 
any of these duties for any other companies as 
this does not meet the need for a competent 
person to be available for the other roles. 
If a certification is awarded and it is later 
discovered the LSP Auditor was an employee 
from another company, this may result in the 
certificate being suspended or withdrawn.

If you are a consultant advising multiple LSP 
clients, even if you have taken and passed 
the TAPA training requirement, you cannot 
perform the role of an LSP Authorised Auditor 
on your clients’ behalf. You can advise them 
on TAPA requirements, but this should also 
include the need to have an employee take 
and pass the TAPA training.

Question 2. 
FSR: I’m told that for FSR Levels 1 and 2, my 
high value cage must have a roof. My cage is 
6 metres high with no roof. Can I get a waiver 
to the roof requirement?

Answer: Depending on the height of the 
cage, and maybe some other factors such as 
proximity to racking and other equipment that 
would aid climbing, a waiver may be permitted 
if permanent detection was installed to detect 
any attempts to access the cage by climbing 
over the perimeter and/or descending from 
above. Solutions to consider include CCTV 
with motion detection, an intruder detection 
system, or a combination of both. The devices 
should auto detect and alarm and not rely on 
real-time monitoring by personnel. It would 
be advisable to start working on any waivers 
with your audit body in advance of your audit 
so you can plan to pass your audit without 
unnecessary delays.

https://www.tapa-global.org/contact.html
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Question 4. 
My Logistics Service Provider tells me it is 
impossible to meet the TAPA TSR Level 1 
requirements for transport of sea containers 
by road. So, why is this included as an option 
in the TSR Standards?

Answer: It is possible to meet the TSR Level 1 
requirements (sea container road transport) 
for a road transport operator, but it requires 
additional planning and commitment to 
achieve certification. This is due to the way sea 
containers are used, managed and may have 
conditions of use that limit their modification 
for use in a TSR 1 certification scheme.

The TSR 2020 Standard introduced the 
modular concept where requirements have 
now been specified for each one of the 4 
modules:

• Hard-sided truck and trailer

• Soft-sided truck and trailer

• Rigid vans/fixed body trucks

• Sea container road transport

Introducing the sea container module was the 
most challenging module for TAPA to develop. 
Sea containers only spend part of their life on 
the road. They are also extensively used for 
sea, rail and barge transports and will often 

be stored with or 
without goods 
in a variety of 
locations. The 
owners of the 
containers may 
not have any 
responsibility 
for the container 
contents and the 
Logistics Service Providers (LSPs) which do 
transport the containers are often under strict 
instructions from their clients not to open or 
interfere with the contents. Containers are 
uniquely coded and the owner or principal 
operator of a container can be traced using 
this code. Although a variety of seals and 
customs procedures help protect the integrity 
of the shipping container, these are not 
deemed adequate to protect containers from a 
range of security threats. 

TSR seeks to provide options to mitigate 
the security threat to sea containers. TAPA 
wanted to add value to the security integrity 
of the container being transported by road 
or rail. This means the LSP, the container 
and the vehicle carrying it are subject to 
TAPA requirements. When the operational 
requirements of TSR are achieved and a 
certificate is awarded, the container itself is not 
required to be certified. This allows for, in most 

instances, standard containers to be used in 
TSR transports. The lower levels of TSR (Levels 
2 and 3) do not present too many problems 
for a sea container road operation. It is unlikely 
any modifications will be required to the 
container and the containers can be swapped 
in and out of the TSR transports in accordance 
with the certification compliance audit.

TSR 1 does present some challenges for 
containers with locking, door monitoring 
and installation of tracking devices. It may be 
that to achieve TSR 1 compliance, a container 
may have to be fitted with permanent locks, 
tracking devices or have other equipment 
installed that render it no longer fit for sea 
use. Also, the owners of the container may 
not allow such modifications. If containers are 
removed from normal use and pre-fitted to 
meet TAPA’s requirements for use on road and 

rail, then TSR 1 is achievable. This could mean 
an LSP obtaining and modifying their 

own container stock exclusively for 
clients requiring TSR 1 transports.

It is also important to note that TSR 1 is 
deemed to be a high security standard. 
TSR 1 sea container requirements are 
comparable to TSR 1 hard-sided truck 

and trailer requirements. Therefore 
TSR 1 waiver requests for sea container 
requirements are unlikely to be approved, 
even when the owners or transporters of the 
containers are not permitted to install the 
required equipment. Where TSR 1 cannot be 
achieved, TAPA advises companies to seek 
TSR 2 with additional security procedures. We 
hope this situation will become easier to solve 
in the near future.

TAPA is actively looking for additional solutions 
to achieve TSR 1 container certification. We 
are willing to work with LSPs which are ready 
to consider installing the necessary additional 
equipment to the container and road trailer 
chassis. TAPA is also encouraging our Security 
Service Partners to design and develop new 
devices that will provide new technology to 
help overcome the limitations of permanently 
modifying containers for TSR 1 use. If you have 
a special interest in this topic and believe you 
have advice that will help our members, please 
contact us.

DO YOU HAVE A QUESTION ABOUT TAPA’S SECURITY STANDARDS? IF SO, SEND IT TO US AT INFO@TAPAEMEA.ORG 
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TAPA’S LATEST FSR & TSR 
SECURITY CERTIFICATIONS

In each issue of this 
newsletter, we publish a 
list of the TAPA members 
that have most recently 
gained TAPA Supply 
Chain Security Standards 
certifications. 

The following companies 
and locations were audited 
by one of TAPA's approved 
Independent Audit Bodies 
(IABs) or, in the case of Class ‘C’ 
or Level 3 certifications, may 
have been completed by an  
in-house TAPA-trained person.

EUROPE, MIDDLE EAST & AFRICA REGION
FSR Company Name Country City Class
FSR CEVA Logistics GB Doncaster A
FSR DHL Express (Poland) Sp. z o.o. PL Zakrzewo A
FSR DHL Express Germany GmbH DE Dortmund C 
FSR DHL Express Germany GmbH DE Bielefeld A
FSR DHL Express Germany GmbH DE Mannheim A
FSR DHL Express Italy IT Orio al Serio A
FSR DHL Express Portugal PT Maia C
FSR DHL Express Turkey TR Gaziantep C
FSR DHL Express Turkey TR Denizli C
FSR DHL International (UK) Limited GB Slough A
FSR DHL International d.o.o. HR Zagreb A
FSR DHL International Romania SRL / Freight Division RO Ilfov C
FSR DHL Logistics Estonia OU EE Tallinn C
FSR DHL Logistics Latvia SIA LV Riga C
FSR DHL Parcel Castello Spain S.L.U. ES Castellon A
FSR DHL Parcel Tarragona Spain S.L.U. ES Constanti (Tarragona) A
FSR DHL Supply Chain GB Wakefield A
FSR DPDgroup UK Ltd GB Aberdeen C
FSR DPDgroup UK Ltd GB Lincoln C
FSR DPDgroup UK Ltd GB Park Royal C
FSR DPDgroup UK Ltd GB Goole C
FSR DPDgroup UK Ltd GB Dunstable C
FSR DPDgroup UK Ltd GB Bicester C
FSR Ingram Micro HU Fót C
FSR Ingram Micro Distribution GmbH DE Straubing A
FSR Ingram Micro Services FR Brive-la-Gaillarde C
FSR Mint of Finland FI Vantaa A
FSR Savino del Bene SpA IT Osmannoro C
FSR TD Tech Data AB SE Jordbro A
FSR trans-o-flex Express GmbH DE Hamm C
TSR Company Name Country Category
TSR DSV Road B.V. NL Level 3 / Category Medium
TSR F&T Logistics Sp z o.o. PL Level 1 / Category Medium
TSR Heinrich Langhorst GmbH & Co. KG DE Level 2 & 3 / Category Medium
TSR P&O Ferrymasters NL Level 3/ Category Medium
TSR Van Duuren Interport BV NL Level 3 / Category Small

ASIA PACIFIC REGION
FSR Company Name Country City Class
FSR Schenker Singapore (Pte) Ltd (6 Tampines Industrial Avenue 5, Level 1, Singapore 528760) Singapore Singapore A
FSR Asia Airfreight Terminal Company Limited Hong Kong Lantau A

FSR
Schenker Singapore (Pte) Ltd (35 Greenwich Drive (Level 3 Warehouse & Level 5 
Warehouse 1), Singapore 533952)

Singapore Singapore A

FSR EMS Components Assembly Inc. Philippines Binan  C
FSR Dimerco Air Forwarders (HK) Ltd - Hong Kong International Airport Hong Kong Singapore  C
FSR Geodis China Limited- Geodis Beijing Warehouse China Beijing  C
FSR Kam Sing Transportation Limited- ATL Logistics Centre Hong Kong New Territories  C
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WATCH WEBINAR REPLAY NOW

27POLICE SUCCESS 27SEASONAL SECURITY

Covid-19 has accelerated 
the adoption of digital 
technologies in global supply 
chains and increased usage 
of new technologies and IoT 
infrastructures. 

With the heightened risk for data and asset 
protection, security has become paramount 
when building supply chain tech solutions. 
Many companies face challenges in selecting 
the right technology to solve their IoT security 
challenges and to mitigate risk of loss, while 
also improving their operational efficiency. 
Security will continue to be a top priority for 
businesses when integrating new supply chain 
technologies, especially for warehousing and 
logistics facilities. 

To address new technological changes to 
facility protection, TAPA Asia Pacific’s latest 
webinar, organised in collaboration with 
Accounting Plus Corporate Advisory (APCA) 
Hong Kong and Autotoll International Limited 
invited Subject Matter Experts to share their 
experience of how to build a secure generation 
of Industry 4.0 supply chains with a robust 
facility and logistics security system. Topics 
explored included digital transformation of 

supply chain security, the latest international 
security requirements for facility protection 
provided by the 2020 version of TAPA’s Facility 
Security Requirements (FSR), and the key 
benefits of new supply chain technologies. The 
speakers also discussed the future outlook for 
facility security management

The webinar participants were:

•  Roger Lee, Board Member & Secretary of 
TAPA APAC

•  Ryan Ngan, Director & Founder, and Michael 
Wong, General Manager, of Accounting Plus 
Corporate Advisory (APCA)

•  Alfred Lai, Business Development Manager 
(Telematics), Autotoll International 

The presentation was attended by supply 
chain security professionals from across the 
APAC region, including CEVA Logistics, Royale 
Cold Storage, DKSH, Sanofi, City Link Express, 
Philips, Seagate and LF Logistics. 

Supply Chain Security Eco-System
Host Roger Lee emphasized the need for 
digital transformation of supply chain security 
to ensure it doesn’t lag behind other functional 
areas. He said: “Our vision is to help in the 
digitalization plans for companies to improve 
their competitiveness and productivity.” 

In the supply chain security eco-system, 
security information is the first line of call and 
exposes the company to impact, loss and 
damage. TAPA APAC webinar poll results have 
shown that the top two security concerns are 
theft of goods (82% of attendees) and third-
party supplier security compromise (59%). 
Attendees also highlighted CCTV monitoring 
(74%) and the security of trucks during transit 
(71%) among their other concerns.

TAPA’s FSR Security Standard specifies the 
minimum acceptable security requirements 
for facilities and outlines the processes and 
specifications companies must be compliant 
with to attain TAPA certification for their 
warehousing operations, including the use of 
digital platforms and IT technologies.

The Missing Link in Industry 4.0
In Industry 4.0, also known as the Cyber 
Physical System, digitalizing the processes 
of the industry sector will lead to integrating 
and connecting the entire supply chain 
from raw material to manufacture, inventory 
systems, final products and delivery networks. 
Data from these processes will be captured 
by digital technologies to form ‘Big Data’ or 
business intelligence.

Ryan Ngan, Director & Founder of APCA 
Hong Kong, highlighted the missing link 
between Manufacturer and Logistic Service 
Provider (LSP). “Data feedback from the LSP 
is essential to assist Manufacturers as they 
optimize their stock and storage levels and 
improve traceability of goods. However, LSPs 
are currently sharing data through Warehouse 
Management Systems via API, excel sheets, 
emails or even phone calls.” Some companies 
still believe that evolving away from these 
practices is expensive, he added, before 
sharing an example showing the average loss 
resulting from a cargo theft can easily cost 
more than an investment in a digital solution. 

An integrated e-security solution
Alfred Lai, Business Development Manager 
(Telematics) of Autotoll International, 
presented an integrated e-security tool 
that provides real-time information to all 
stakeholders, including shipper, forwarder, 
terminal operators, and authorities.
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https://www.tapa-apac.org/webinar-industry-4-0-technology-adoption-for-facility-protection
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