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INTRODUCTION 

Risks are inherent in any business. But there are differences 
in the way companies of various sizes and in different 
industries approach the issue. Supply Chain Risks are among 
the factors that most organizations into the Supply Chain 
Industry want to assess as correctly as possible in order to 
minimize the likelihood of disturbance normal operations and 
delivery of services. As the distribution networks of these 
companies continues to expand in order to reach existing 
growing markets as well as new ones, the complexity and 
impact of the management of the network has grown. With 
this growing complexity the need to optimize distribution 
network processes that affect Order Fulfillment Quality (OFQ) 
is critical to avoid lines being down at customer 
manufacturing sites 

 

 

Order Fulfillment Quality - OFQ 

OFQ is made up of four key elements: 

� The right product was delivered to the right customer. 

� The product arrived undamaged to the customer.  

� The correct amount of product was received by the customer.  

� The product arrived at the customer site at the agreed upon time. 

Complexity in quantification of risks is embedded into the risk assessment process for both transportation and 
warehousing of goods, therefore practical methods have been introduced to give the risk practitioners the 
opportunity to assess the Criticality and the Frequency of specific risks. These practical methods overcome the 
difficulty of applying complex and strict mathematical methods for risk assessment.  

Within these methods, Criticality of Cargo Loss can be calculated if the following factors are considered: 

� The value of the cargo, considering the insurance coverage. 

� The “cost” caused by late delivery of the goods until their replacement (with a new shipment). 

� The “cost” caused by the rumor and spread of the cargo loss event among customers, retailers, 
etc.  

Whereas, the Likelihood of Occurrence (Frequency) can be calculated if the statistical data are used as a mean 
to measure the “likelihood of occurrence” for the “past”. Threat and Vulnerability are factors that affect the 
Frequency of a Risk. 
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THEORETICAL BACKGROUND 

There are several internationally accepted techniques for the analysis and the assessment of risk that can be 
applied depending on the system under evaluation. These techniques differentiate from each other with respect 
of the approaching methodology of the risk assessment and the methodology used for the quantization of the 
analysis results. 

The most recognized internationally 
methodology for risk assessment is 
Preliminary Hazard Analysis (PHA) which 
usually is followed by Failure Mode, Effects and 
Criticality Analysis (FMECA). 

Preliminary Hazard Analysis is the foundation for 
effective systems hazard analysis. It should begin 
with an initial collection of raw data dealing with 
the design, production, and operation of the 
system. The purpose of this procedure is to identify 
any possible hazards inherent in the system. The 
four main categories of this approach are hazard, 
cause, main effects, and preventive control. The 
hazard effects and corrective/preventive measures 
are only tentative indicators of potential hazards and 
possible solutions. 

While PHA studies hazards in the entire system, failure 
mode, effects, and criticality analysis (FMECA) analyzes 
the components of the system and all of the possible 
failures which can occur. This form of analysis identifies 
items whose failures have a potential for hazardous 
consequences. Following that, these hazards are 

categorized relatively to their degree of criticality (Criticality 
Ranking) among CATASTROPHIC (I), CRITICAL (II), MARGINAL (III) and NEGLIGIBLE (IV) based on their 
consequences in the activity under investigation. Because the frequency of each potential occurrence is also 
an important factor, a risk assessment matrix can be used to codify the risk assignment, which in conjunction 
with the Risk Assessment Table present the total picture of the threats/hazards that the company faces, their 
consequences as well as their probability of occurrence. The calculation of risk can be implemented considering 
that: 

 

 

 

RISK = FREQUENCY of OCCURANCE x CRITICALITY 

and 

FREQUENCY of OCCURANCE = THREAT x VULNERABILITY 
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RISK ASSESSMENT MATRIX 
 
Based on the above qualitative 
computations, the Risk Assessment 
Matrix is produced 

 
RISK INDEX 
 
The Risk Assessment Matrix is 
characterized according to the 
following “color scheme” that 
describes best the “desired security 
level” for each company. 

 

 

Beyond the qualitative calculation of the likelihood of occurrence for a catastrophic event, there is also the 
capability to quantitative computation of such a figure, in case valid statistical data are recorded. Furthermore, 
the use of modern specialized statistical methods and models (Extrapolation – Interpolation) can offer 
significant increase in the reliability of the calculation of the frequency of risks, with a dramatic contribution in 
the overall reliability of the Risk Assessment under examination.  

It is obvious that to calculate risk, frequency is a crucial factor. Combined with the factor of Criticality, an 
organization can find out how urgent a certain risk is and then deal with it according to the priority it assigns 
to it. 

Basic Definitions 

In order to avoid ambiguity into the risk assessment process, the following definitions are considered essential: 

� Criticality: The severity and the consequences of a cargo loss can be estimated if the following factors are 
considered: 

o The value of the cargo, considering the insurance coverage. 
o The “cost” caused by late delivery of the goods until their replacement (with a new shipment). 
o The “cost” caused by the rumor and spread of the cargo loss event among customers, retailers, etc. 

� Frequency: Statistical data can be considered to be the “measure” of “probability” of the “past”. With this 
assumption, we could say that if we knew in the beginning of a period the cargo losses experienced actually 
during this period, we could calculate with certainty the probability - certainty that is required for the 
calculation of the above product. 

� Threat: Threat is an external factor independent from the supply chain activities that depends on the 
environment in which the operations of supply chain (transport, storage, etc) take place. 

� Vulnerability: It is reversely proportional to the protection/security measures in place to cover various 
activities of supply chain. It is decreased as long as additional protection and avoidance measures are 
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established. Usually the reduction of vulnerability is associated with the increase of cost of protection 
measures. 

As far as the criticality is concerned, even if various “costs” from the delayed delivery until the replacement of 
goods are not calculated, there is an objective value of the goods as well as insurance coverage and deductible 
that can be used as the base for its quantification.  

Regarding the frequency, considering that statistical data from the past can offer an accurate approach of the 
actual figures – provided that there is no significant change in the operational environment – it is mandatory 
to identify a reliable data source in order to avoid complex mathematical models. 

DATA INTELLIGENCE 

Based on the reporting from members, TAPA Incident Information Database contains more than 30,000 
security incidents for the last decade (2010-2020) classified by several categories, including: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Date/Time of incident 
Date of Incident Registration 
Product 
Amount 
Incident Category 

Burglary 
Fraud 
Hijacking 
Robbery 
Theft 
Theft from Facility 
Theft from Vehicle 
Theft of Vehicle 
Truck Theft 

Modus Operandi 
Deception 
Deceptive Stop 
Forced Stop 
Fraud 
Internal 
Intrusion 
Pilferage 
Violent 

Geographical Information 
Country 
City 
Region 
ZIP Code 
Address 

The database offers also the SPOT (Secure Parking 
Online Tool) that allows the user to review selected 
routes on the basis of incidents history as well as 
availability of secure/certified parking locations 
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METHODOLOGY 

Route planning/scheduling 

Once a carrier undertakes the execution of a particular route, 
the relevant departments gather all necessary 
information in order to schedule a secure route, 
such as:  

� loading date and place 

� unloading date and place 

� type of road infrastructure along the 
way (highways, urban or rural roads) 

� driving time restrictions 

� secure parking available and 

� risk assessment. 

The distance travelled by a vehicle strongly depends on the available road infrastructure, due to the different 
speed limits and capabilities in place. In general, and where possible, for high value transportations, highways 
will be preferred along with the rest of the criteria included in this risk assessment methodology. 

For this methodology, the speed of a vehicle in highways will be set and calculated at 80 km/h and in urban 
roads at 50 km/h. 

In order to incorporate any driving time restrictions, the European legislation has been taken into consideration 
both for driving time and in between breaks for driver rest. Based on the European Union driving rules, a limit 
of nine hours for an average HGV under free-flowing conditions, on motorways or dual carriageways, would 
give an absolute upper limit in terms of range of 765 km. For realistic, where drivers are using a range of road 
types, this limit would fall to around 700 km. If obstacles such as congestion are encountered for one hour 
per day, then the range fails to around 615-620 km. Therefore, an estimate of lower limit for HGV requiring 
long breaks has been calculated to be around 550 km. 

Risk Assessment 

Within this risk assessment, both internal as well as external threats and risks will be taken into consideration. 
Along with the actual risk, the methodology will also address the likelihood and impact of each threat 
materializing, as well as what the mitigation measures are that have been put in place to minimize both 
likelihood and impact. 

In this context, two major risk categories have been identified: 

� loss of human life during a violent attack and 

� loss of vehicle/cargo during a theft/robbery. 
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Risk Category 

Average Monetary Loss (€): 

Loss>100.001 €: Category I 

25.001 €< Loss <100.000 €: Category ΙΙ 

€< Loss <25.000 €: Category ΙΙI 

Loss <1.000 €: Category ΙV 
Incident Type: 

Hijacking/Hostage/Robbery: Category I 

Vehicle Theft: Category ΙΙ 

Theft from vehicle: Category ΙΙI 

Theft: Category ΙV 

Modus Operandi: 

Forced Stop/Violence: Category I 

Deceptive Stop: Category ΙΙ 

Intrusion: Category ΙΙI 

Deception: Category ΙV 

Likelihood Index: 

LI<1: Unlikely 

1<LI<1.75: Remote 

1.75<LI<2.50: Occasional 

2.50<LI<3.25: Likely 

LI>4: Frequent 

 

The Likelihood Index is calculated based on the following formula: 
 

!"#$%"ℎ''(	*+($, = 	*+."($+/0/2$34056/100 =	 *+."($+/0 ∗ 10056 ∗ 2$340  

Where: 
Km:   the length of the route in km 
Incidents: the number of incidents across the route 
Years:   the time period that includes the incidents 

In order to place a risk in a column of 
the Risk Category table, the following 
criteria is put in place 

In order to place a risk in a row of the 
Risk Category table, the following 
criteria is put in place 
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Risk Identification 

Identified risks along with their respective mitigation measures are listed below: 

Risk: Robbery attempt: loss of cargo from criminals on route 

� Impact: loss of cargo, monetary loss, customer dissatisfaction, crew injury 

� Measures: insurance, training, security equipment, trailer door monitoring, specific response protocols 

Risk: Hijacking/hostage situation: robbery from criminals disguised as members of LEA on route 

� Impact: loss of cargo, monetary loss, customer dissatisfaction, crew injury 

� Measures: insurance, training, security equipment, trailer door monitoring, specific response protocols 

Risk: Robbery attempt: loss of cargo when vehicle is parked in a non-secure parking location 

� Impact: loss of cargo, monetary loss, customer dissatisfaction, crew injury 

� Measures: insurance, training, security equipment, trailer door monitoring, specific response protocols 

Risk: Robbery attempt: internal attempt against cargo (from crew or company personnel) 

� Impact: loss of cargo, monetary loss, customer dissatisfaction 

� Measures: insurance, training, security equipment, trailer door monitoring, specific response protocols 

 

APPLICATION 

For the understanding of the application of this 
methodology, a sample route risk assessment is 
presented below. The sample route is from 
Ancona, Italy to Calais, France. Two routes have 
been scheduled to be evaluated.  

The intuitive operational decision would to cross 
as few borders as possible to avoid delays and 
take the shortest route.  
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Route #1 (Dark Blue line) 
 
Point of Origin: Ancona, Italy 
Point of Destination: Calais, France 
Through: 

Vipiteno, Italy 
Innsbruck, Austria 
Stuttgart, Germany 
Reims, Calais, France 

Countries crossed: 4 
Distance: 1734 km 
Estimated Total Duration: 56 hours 
Short breaks (<45’): 2 
Long breaks (>45’): 1 
 
Number of incidents: 110 
Likelihood index = 3,17 
 
According to the LI calculated above, this risk is 
classified as Likely. 
 
In order to reach the Risk Category, the average 
money loss, the incident type and the modus 
operandi of recorded incidents for countries 
crossed in this route will be taken into 
consideration according to the Route Risk 
 
Assessment Methodology. 
 
Average Money Loss: € 23.635 from incidents 
reporting Money Loss 
Category III 
Risk Acceptance Category: Not desirable 
 
Incident Type: 65% of incidents reporting 
Incident Type are recorded as Theft from Vehicle 
Category III 
Risk Acceptance Category: Not desirable 
 
 
Modus Operandi: 88% of incidents reporting a 
Modus Operandi are recorded as Intrusion 
Category III 
Risk Acceptance Category: Not desirable 
 
According to the above, Route #1 is ranked at 9 
for all assessment parameters. 

 Route #2 (Light Blue line) 
 
Point of Origin: Ancona, Italy 
Point of Destination: Calais, France 
Through: 

Turin, Italy 
Lyon, Dijon, Reims, Calais, France 
 
 

Countries crossed: 2 
Distance: 1631 km 
Estimated Duration: 50 hours 
Short breaks (<45’): 1 
Long breaks (>45’): 1 
 
Number of incidents: 214 
Likelihood index = 6,56 
 
According to the LI calculated above, this risk is 
classified as Frequent. 
 
In order to reach the Risk Category, the average 
money loss, the incident type and the modus 
operandi of recorded incidents for countries 
crossed in this route will be taken into 
consideration according to the Route Risk 
 
Assessment Methodology. 
 
Average Money Loss: € 73.054 from incidents 
reporting Money Loss 
Category II 
Risk Acceptance Category: Not acceptable 
 
Incident Type: 47% of incidents reporting 
Incident Type are recorded as Theft from 
Vehicle 
Category III 
Risk Acceptance Category: Not desirable 
 
Modus Operandi: 73% of incidents reporting a 
Modus Operandi are recorded as Intrusion 
Category III 
Risk Acceptance Category: Not desirable 
 
According to the above, Route #2 is ranked at 3 
for money loss, and 7 for incident type and 
modus operandi. 
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Risk Assessment Outcome 

Given that: 

� Route #1 is categorized as not desirable, 

� Route #2 is categorized as not acceptable/not desirable, 

� There are mitigation measures in place for the execution of the transportation 

� Route #1 appears longer in distance and duration 

 

Route #1 is selected for execution, as scheduled above. 

 

 

 



 

 

 
 

 

+30 210 28 96 300 

 

telematix@gr.g4s.com 

 

https://en.telematix.gr/ 


